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Practical aspects of Kazakhstan’s interaction with
the UN in the field of cybersecurity

To enhance the security of its digital environment, the Republic of Kazakhstan closely cooperates with the
UN and other international organizations, applying a variety of strategic methods and regulatory instruments
to create and implement effective international cybersecurity standards. The increasing risks associated with
cyberterrorism, cyberintelligence, and interference in the sovereignty of states through cyberspace necessitate
expanded international cooperation. Consequently, the UN’s role in coordinating efforts to establish common
principles and rules of conduct for states in the cyber environment is growing, reflected in the adoption of
new resolutions and the expansion of the mandate of the Open-Ended Working Group on Cybersecurity.
Structural, logical, and dialectical approaches were used to analyze Kazakhstan’s cybersecurity legislation.
The theoretical foundation of the study was formed by examining international law, academic papers, and
materials from international organizations. International commitments, particularly within the United Nations,
are key to the development and evolution of Kazakhstan’s cyber policy. Active engagement in international
projects, aligning national legislation with international standards, and implementing strategic programs con-
tribute to enhancing the state’s cybersecurity and its integration into the global digital community. A signifi-
cant factor in this process is the incorporation of international law into national legislation.

Keywords: cybersecurity, UN, cyber threats, international cyber regulation, international law, information
law.

Introduction

The relevance of this study stems from the dynamics of recent global trends. The period 2022—2024 was
marked by a wave of large-scale cyberattacks targeting both public and private entities in many countries,
including the Republic of Kazakhstan. There is an alarming increase in cyberterrorism, cyberespionage, and
attempts to destabilize national processes through cyberspace, highlighting the need for intensified interna-
tional cooperation.

In this context, the UN’s role as a coordinator in developing universal principles and norms for state
behavior in the digital environment is growing, as reflected in the adoption of new resolutions and the expan-
sion of the mandate of the Open-Ended Group on Cybersecurity. Furthermore, the legal regulation of
cybersecurity faces additional challenges associated with the rapid development of artificial intelligence, the
Internet of Things, and automated systems. These innovations are generating new types of threats while
transforming existing risks. In response to these changes, states are increasingly turning to bilateral and mul-
tilateral agreements aimed at strengthening cooperation in the cyberspace domain. This makes an in-depth
study of the international legal framework for cybersecurity particularly important, especially in the context
of increasing global competition in the technological sphere. Recognizing the scale of threats in cyberspace,
states are actively developing national cybersecurity strategies. They are also adopting legislative measures
to prevent, detect, and combat cyberthreats, as well as to protect critical infrastructure and guarantee the
rights of citizens in the digital space.

In the 21st century, cyberspace has become a new arena for international interaction, where digital
technologies play a key role in economics, security, and diplomacy. Amid the rapid growth of cyber threats,
the global community faces the need to develop internationally recognized norms and standards of conduct
in the information space. The United Nations, as a universal intergovernmental body, serves as the coordinat-
ing center for these processes, including through the platforms of the Group of Governmental Experts (GGE)
and the Open-Ended Working Group (OEWG).
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International experience in interacting with the UN in this area provides important guidance for states
developing their own cybersecurity strategies. Particularly illustrative is the experience of the European Un-
ion and the Russian Federation: two actors representing different legal, political, and technological ap-
proaches to international information security.

Further research requires examining the experiences of other countries in interacting with the UN and
other international bodies responsible for cybersecurity. This can be achieved by analyzing case studies of
various countries, which will reveal different strategies and approaches to building both their own
cybersecurity and legal policies related to cybersecurity in national and international law.

The study draws on the work of Sh. Zabikh, S.A. Shulgin, E. Tikk and M. Kerttunen, identifying prob-
lems that, despite the development of the digital economy in Kazakhstan, there is a growing dependence on
information technology. This creates new vulnerabilities in cyberspace, requiring additional security
measures.

As part of the “Digital Kazakhstan national program, the country is actively pursuing digital transfor-
mation, necessitating the continuous updating of cybersecurity legislation and active international coopera-
tion. These factors underlie the importance of this topic.

The findings of this study will be useful for legal professionals and policymakers. The results can be
used to develop state policy in the area of cybersecurity, shape Kazakhstan’s foreign policy, and draft inter-
national treaties. They can also serve as the foundation for educational and analytical materials on interna-
tional law and ICT security.

The purpose of the study is to identify practical aspects of Kazakhstan’s interaction with the UN in the
field of cybersecurity, as well as to develop recommendations for improving the legal framework for interna-
tional cooperation.

Research objectives:

- to study existing international legal norms governing cybersecurity;

- to analyze Kazakhstan’s participation in international agreements and UN initiatives on this topic;

- to consider mechanisms of cooperation between Kazakhstan and other countries with international
organizations in the field of information security;

- to identify ways to improve international legal regulation of cyber threats.

The object of study is the scope of international legal regulation of cybersecurity, with particular atten-
tion to the forms and content of interaction between the Republic of Kazakhstan and the United Nations and
other international organizations in the context of ensuring digital security.

The subject of research is legal instruments and processes that ensure the implementation of interna-
tional norms and obligations in the national cybersecurity policy of the Republic of Kazakhstan. Specifically,
the adaptation of international standards, the country’s participation in UN initiatives, and their cumulative
impact on the evolution of domestic legislation and the development of information security infrastructure
are analyzed.

Methods and materials

This study included an in-depth analysis of the theoretical and legal aspects of cybersecurity in Kazakh-
stan, encompassing both international and national norms. The methodological basis of the work was a sys-
temic-structural, logical, and dialectical approach to studying scientific and legal literature. Key sources of
information included regulatory legal acts of the Republic of Kazakhstan, as well as academic works, includ-
ing monographs, dissertations, and educational materials. Information provided by the United Nations was
used to form the theoretical basis of the article.

Results

The United Nations has consistently affirmed the applicability of international law to cyberspace. The
UN Charter, along with fundamental principles such as state sovereignty, non-interference in internal affairs,
the prohibition of the use of force, and respect for human rights, also apply to the field of information and
communications technology [1-3]. These provisions were recognized in the 2013 and 2015 reports of the
Group of Governmental Experts (GGE), as well as in the 2021 report of the Open-Ended Working Group
(OEWG). Consequently, states are obliged to comply with international legal norms when conducting cyber
operations.

Resolution A/RES/79/243: UN Convention against Cybercrime
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Resolution A/RES/79/243, adopted on December 24, 2024, endorsed the first-ever global, legally bind-
ing UN Convention against Cybercrime. This international instrument aims to prevent and combat cyber-
crime, as well as strengthen cooperation between states in this area [4].

The development of the Convention dates back to 2019, when an intergovernmental expert group was
established to analyze cybercrime issues. In 2021, the General Assembly established an Ad Hoc Committee
to draft a comprehensive convention. A series of sessions was held in New York and Vienna from 2022 to
2024, culminating in the adoption of the final text in August 2024.

The Convention comprises nine chapters addressing key aspects of the fight against cybercrime. It es-
tablishes provisions for the criminalization of acts, such as unauthorized access to information systems, inter-
ference with data, the use of malware, and the commission of crimes using ICTs, including fraud and extor-
tion. Procedural rules provide for effective methods of investigation and collection of digital evidence while
respecting human rights. Significant attention is paid to international cooperation: extradition procedures,
legal assistance, and joint investigations are regulated. Furthermore, the text of the Convention contains pro-
visions on providing technical assistance to developing countries and measures to build their capacity [4].

The document represents an important step towards the development of universal standards and the
harmonization of national legislation by providing minimum mandatory legal provisions to be implemented
by participating States. This helps eliminate legal conflicts in cross-border cybercrime investigations and
increases the level of cooperation between jurisdictions [4].

The Convention places particular emphasis on the protection of human rights. It prohibits the arbitrary
collection and transfer of personal data, requires legal oversight of law enforcement actions, upholds the
principle of proportionality in the application of investigative measures, and draws on the International Cov-
enant on Civil and Political Rights. This ensures a balance between the interests of law and order and the
fundamental rights of the individual [4].

An important aspect is the establishment of technical support mechanisms for developing countries. The
Convention provides financial and expert assistance in drafting legislation, training personnel, and establish-
ing national cyber incident response teams. It also promotes technology transfer and the development of re-
silient digital infrastructure [4].

The document will be opened for signature in 2025 at a ceremony in Hanoi, and then at UN headquar-
ters in New York until the end of 2026. To enter into force, the Convention must be ratified by 40 states. A
Conference of States Parties will subsequently be established to monitor its implementation and consider
possible amendments [4].

Thus, the UN Convention against Cybercrime represents a significant achievement in institutionalizing
the global fight against digital crime. It strengthens norms of international cooperation, promotes greater le-
gal certainty, and emphasizes the need to respect human rights in the context of digital transformation.

Discussion

The Group of Governmental Experts (GGE): History and Contributions

The Group of Governmental Experts on Developments in the Field of Computer Science in the Context
of International Security (GGE) was established by the UN General Assembly in response to growing con-
cern among states about the risks associated with the use of information and communications technologies
(ICT) for purposes threatening international security. The reasons for the creation of the GGE were the lack
of generally accepted rules of conduct for states in cyberspace, the increasing number of cross-border cyber
incidents, and the need to interpret the applicability of existing international law to action in the digital envi-
ronment, as well as the desire to prevent an arms race in cyberspace.

Since its inception, the GGE has conducted seven working cycles. The first group (2004—2005) did not
reach consensus but laid the foundation for subsequent discussions [1]. The second GGE (2009-2010) rec-
ognized the need to apply international law and norms to the ICT sphere [1]. The third GGE (2012-2013)
formally reaffirmed for the first time the applicability of the UN Charter and the principles of international
law in cyberspace [5]. The fourth GGE (2014—-2015) developed 11 voluntary norms of responsible state be-
havior. The fifth GGE (2016-2017) concluded without a final report due to disagreements among participat-
ing states [2]. The sixth GGE (2019-2021) presented a new final report with clarifications on international
law, norms, and confidence-building measures [3]. The seventh GGE (2023-2024) focused on transparency
measures, capacity building and conflict prevention in the digital environment; its report is expected in 2025

[6].
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Among the key documents of the GGE, the 2013 GGE Report (A/68/98) recognized the application of
international law to cyberspace, the 2015 GGE Report (A/70/174) contained 11 norms of responsible behav-
ior of states, and the 2021 GGE Report (A/76/135), which developed approaches to international law, confi-
dence-building measures, and technical cooperation. These documents formed the basis of the normative ar-
chitecture in the field of international cybersecurity and serve as a guide for subsequent work within the UN
[51L3].

Thus, the GGE has played a fundamental role in legitimizing the application of international law to cy-
berspace, shaping basic norms of state behavior, and promoting confidence-building measures between
states.

Open-Ended Working Group (OEWG): Rationale, Documents, and an Inclusive Approach to
Cybersecurity

The Open-Ended Working Group on ICTs and International Security (OEWG) was established by UN
General Assembly Resolution 73/27 in 2018 in response to criticism of the GGE’s limited membership and
the need for an inclusive approach. Its creation was prompted by demands from developing countries for
broader representation in the development of international cyber rules, a desire to ensure transparency and
legitimacy in negotiations, and the need to discuss cybersecurity issues in a multilateral format, rather than
solely among experts.

The OEWG became the first UN platform open to participation by all Member States. Its key docu-
ments were the OEWG Final Report (A/75/816) of March 2021, which reaffirmed the applicability of inter-
national law and proposed recommendations for confidence-building, technical assistance, and cooperation,
as well as the OEWG Interim Report for the 2023-2025 Cycle (A/78/350), which assessed progress in im-
plementing previously agreed measures [7]. In addition, an Action Plan was developed until 2025, which
includes holding global workshops, supporting national incident response centers (CSIRT/CERT), and im-
plementing ICT security standards [8].

Important achievements of the OEWG have included stimulating the development of national
cybersecurity strategies, recommending the establishment of computer incident response teams, confidence-
building measures (including state-to-state communication channels, joint exercises, and technical infor-
mation sharing), and promoting the development of developing countries’ digital security capabilities.

The OEWG format has significantly strengthened the engagement of countries in the Global South in
the dialogue on digital security and has become an important platform for coordinating positions, developing
common approaches, and increasing transparency in international cyber policy.

Key provisions of the ITU standards in the field of cybersecurity

One of the key players in shaping the global cybersecurity architecture is the International Telecommu-
nication Union (ITU), a specialized UN agency coordinating standards and initiatives in the field of infor-
mation and communications technology (ICT). The ITU’s strategic instrument for global regulation is the
Global Cybersecurity Agenda (GCA), launched in 2007 [9-11]. The GCA is a framework platform aimed at
strengthening international cooperation to enhance trust and security in the use of ICTs. This initiative covers
five mutually reinforcing areas:

Legal measures — the ITU emphasizes the importance of developing and harmonizing legislation
aimed at combating cybercrime and ensuring cybersecurity. This includes the creation of model legislation
that can be adapted by member countries to create an effective legal framework. Such measures promote in-
ternational cooperation and provide a basis for prosecuting cybercrime.

Technical Measures — the ITU actively develops and promotes technical standards and procedures
aimed at enhancing the security of ICT infrastructure. This includes recommendations on risk management,
data protection, and incident response. The organization also collaborates with other standardization bodies
and industry groups to ensure the consistency and effectiveness of technical measures.

Organizational Structures — the establishment and strengthening of national and international institu-
tions responsible for the coordination and management of cybersecurity is a key focus of the GCA. This in-
cludes the formation of national Computer Incident Response Teams (CIRTSs), the development of crisis
management strategies, and the protection of critical information infrastructure.

Capacity Development — the ITU places great importance on the education and training of
cybersecurity professionals. The organization conducts training events, such as CyberDrills, and provides
methodological recommendations to raise awareness and develop skills. Particular attention is paid to sup-
porting developing countries and promoting the participation of women in international cybersecurity pro-
Cesses.
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International Cooperation — The GCA promotes international cooperation in cybersecurity by encour-
aging information sharing, joint exercises, and the development of common standards. This includes partici-
pation in international fora, cooperation with other organizations, and support for countries in developing
and implementing national cybersecurity strategies [11, 9, 10].

The GCA’s significant regulatory and institutional framework is complemented by ITU resolutions
aimed at specifying the functions and objectives of the state and the international community in ensuring dig-
ital security. Resolution No. 130 (Bucharest, 2022) emphasizes the need to strengthen the role of the ITU as
the central international mechanism for trust and security in the use of ICTs. Resolution No. 174 (Busan,
2014) expands this agenda by establishing ITU’s competence in international policy to prevent the illicit use
of ICTs. Of particular significance is Resolution No. 179 (Bucharest, 2022), which establishes standards for
the protection of children in the digital environment, emphasizing the social responsibility of participants in
digital interactions [12].

To monitor and benchmark the cybersecurity status of ITU member states, the ITU developed the Glob-
al Cybersecurity Index (GCI). The GCI methodology includes five criteria: the presence of a legal frame-
work, technical measures, organizational structure, capacity development programs, and participation in in-
ternational cooperation. Published every two years, the GCI rankings enable countries to identify gaps in
their national cybersecurity systems and adopt effective practices from more advanced states. According to
recent reports, Kazakhstan has demonstrated positive dynamics, moving up the GCI rankings, demonstrating
the effectiveness of its measures and adherence to international benchmarks [12].

Along with assessment tools, ITU actively assists countries in developing national cybersecurity strate-
gies and establishing Computer Incident Response Teams (CIRTS). As part of this work, the organization:

- develops methodological recommendations for building cybersecurity strategies and architecture;

- conducts training courses and cyber exercises (CyberDrills) for specialists;

- provides assistance in the creation and modernization of national CIRTS, including readiness diag-
nostics, planning and technical support [13; 57].

The UN demonstrates a systematic and consistent approach to developing the international legal regime
for cyberspace. Through the GGE and OEWG mechanisms, as well as through the development of global
treaties, such as the Convention against Cybercrime, the organization is developing universal norms to en-
sure both international security and the protection of human rights in the digital age. Kazakhstan’s participa-
tion in these initiatives strengthens its position on the international stage and develops an effective national
cybersecurity policy.

ITU’s activities also encompass all key aspects of cybersecurity, from international normative initia-
tives to direct technical and institutional support for states. For Kazakhstan, which is actively involved in
these processes, participation in ITU programs contributes to enhancing the resilience of its digital infrastruc-
ture and integrating it into the global cybersecurity system [14; 95, 15; 33].

With the rapid development of digital technologies and the growth of cyber threats, international coop-
eration between states is becoming critical to ensuring global and national cybersecurity. The United Nations
(UN) plays a key role in developing universal norms and approaches in this area, creating a platform for dia-
logue and cooperation between countries. Kazakhstan, recognizing the importance of a multilateral approach
to cybersecurity issues, actively participates in UN initiatives aimed at strengthening international infor-
mation security and developing agreed standards for state behavior in cyberspace. This subchapter examines
Kazakhstan’s interactions with the UN, including its areas, achievements, and existing challenges.

Examples of interaction between the Republic of Kazakhstan and the UN and international organiza-
tions in the field of cybersecurity

The Republic of Kazakhstan actively participates in the activities of the UN Open Working Group on
Promoting Responsible State Behavior in the Cyberspace. During the ninth session of the OEWG (2021
2025), Kazakhstan proposed developing standardized templates for classifying cyber threats and post-
incident communications to improve the effectiveness of the Global Point of Contact Directory. Furthermore,
Kazakhstan emphasized the need to develop global guidelines for ensuring the security of emerging technol-
ogies, such as artificial intelligence, quantum computing, and machine learning, and proposed conducting
cyber exercises and attack simulations to strengthen states’ cybersecurity capacity [16].

Close cooperation with the ITU on various cybersecurity initiatives is also noted. In September 2022, an
interregional cyber training seminar for the CIS and Arab States was held in Almaty, organized by the ITU
jointly with the Ministry of Digital Development, Innovation, and Aerospace Industry of Kazakhstan and the
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Cyberattack Analysis and Investigation Center (CAAC). Participants discussed the role of national computer
incident response teams (CIRTs/CSIRTS) and measures to protect critical information infrastructure [17].

In addition, Kazakhstan participated in the global GIGA initiative, together with ITU and UNICEF,
with the aim of connecting all schools to the internet and providing young people with access to information
and opportunities.

Within the framework of this project, Kazakhstan provided high-speed Internet to 446 rural schools,
planning to expand coverage to 1,342 schools [18].

Kazakhstan is implementing the national cybersecurity concept “Kazakhstan Cyber Shield”, which in-
cludes measures to enhance the legal and industrial culture in the field of cybersecurity, improve prepared-
ness for preventing and responding to incidents, and raise public awareness of cyber threats [19].

In 2024, a regional project on digital transformation of the public sector, funded by the Government of
the Republic of Korea and implemented with the support of UNDP, was launched in Almaty. The project
aims to develop digital governance in 12 countries of Central Asia, the Caucasus, and the Asia-Pacific re-
gion, including Kazakhstan [19].

Kazakhstan also presented innovative solutions in the field of digital transformation of social protec-
tion, including the “Digital Family Card” project, at the Asia-Pacific Ministerial Conference on Digital In-
clusion and Transformation. The project aims to ensure equal access of citizens to state support in the social
sphere and was highly praised by the international community [19].

Kazakhstan actively participates in regional cybersecurity initiatives. In September 2023, interagency
consultations of SCO member states were held in Almaty on the establishment of an information security
center based at the Regional Anti-Terrorism Structure in Tashkent. Kazakhstan presented a concept for creat-
ing such a center that would promptly respond to emerging cyber threats and protect the information space of
the SCO region [20].

In addition, in November 2023, Kazakhstan and Azerbaijan signed a memorandum of understanding in
the field of information security, aimed at increasing the level of cooperation in responding to information
security incidents, exchanging best practices and information on current cyber threats [20].

Kazakhstan, with the support of UNICEF and the European Union, launched the “CYBER TUMAR”
information and educational campaign aimed at protecting children online. The campaign includes infor-
mation materials, practical advice from experts, and educational videos to help children navigate cyberspace
safely [21].

In May 2023, a sub-regional training on ICT security for representatives of Central Asian countries and
Mongolia was held in Astana, organized by the OSCE, together with the Ministry of Digital Development,
Innovation, and Aerospace Industry of Kazakhstan, with support from the United Kingdom, has provided a
significant platform for international cooperation aimed at strengthening cybersecurity and ICT development
in the region [22].

Thus, Kazakhstan actively participates in international and regional cybersecurity initiatives, cooperates
with key international organizations, implements national projects and programs aimed at strengthening
cybersecurity, and actively participates in educational and awareness-raising initiatives. These efforts con-
tribute to strengthening national and international security in the digital space.

The Republic of Kazakhstan considers cybersecurity as a key area of national and international security,
while recognizing the important coordinating role of the United Nations in the development of global legal
standards in this area [5; 7; 6]. In the context of active digital development, Kazakhstan is consistently inte-
grating the provisions of international documents developed within the UN into its own regulatory frame-
work.

One of the most important areas of cooperation with the UN has been Kazakhstan’s participation in the
Open-Ended Working Group (OEWG) and the Group of Governmental Experts (GGE) on International In-
formation Security. Kazakhstan officially supports the core principles developed by these formats, including
respect for state sovereignty in cyberspace, the prohibition of interference in the internal affairs of states, the
principle of non-discriminatory access to ICTs, and the need for international cooperation to prevent cyber
conflicts [6; 8; 11; 22].

In the context of adapting international norms, Kazakhstan has taken a number of steps to reform its
legislative system. Thus, articles aimed at combating cybercrime were introduced into the Criminal Code of
the Republic of Kazakhstan (2014 and subsequent amendments) (e.g., Article 205 “Unauthorized access to
information”, Article 207 “Creation, use, or distribution of malicious software”, etc.). These provisions
largely correlate with international standards enshrined in the Budapest Convention of the Council of Eu-
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rope, as well as UN recommendations, despite the fact that Kazakhstan has not officially acceded to the con-
vention [5; 23].

The European Union: An Integrative Approach to International Cybersecurity

The EU actively participates in the development of international norms and standards, positioning itself
as a leader in promoting the principles of the rule of law, human rights protection, and international coopera-
tion in the digital environment. Although the European Union itself is not a state and does not have formal
membership in the UN, its participation in international platforms is carried out both through member states
and directly as a regional subject of international law [24].

Within the OEWG and GGE, EU representatives consistently promote the application of existing inter-
national law to cyberspace. Particular emphasis is placed on the applicability of the UN Charter, international
humanitarian law, and the principle of the inadmissibility of aggression, including in digital form. The EU
also emphasizes the need for confidence-building measures, transparency, and accountability, which are the
foundation for building a stable cyber environment [25].

At the institutional level, the EU has taken a number of steps to consolidate its cybersecurity efforts in-
ternally. A central role here is played by the European Union Agency for Cybersecurity (ENISA), whose
mandate was significantly strengthened following the adoption of the Cybersecurity Act in 2019. ENISA has
become not only an analytical and technical center but also a link between the national structures of EU
Member States and international partners, including UN agencies [26].

Another important element of EU policy has been the introduction of a cybersecurity certification sys-
tem. This system, based on three levels of trust, serves as a tool for harmonizing the assessment of ICT prod-
ucts and services, reducing digital market fragmentation and promoting trust both within the EU and beyond.
It is particularly important that these certification approaches are becoming the subject of international dia-
logue, being promoted within the UN and ITU platforms.

A key feature of the EU’s strategy is its attempt to combine domestic legal regulation and external dip-
lomatic activity. For example, in November 2024, the EU Council adopted a declaration on the applicability
of international law in cyberspace, thereby reaffirming its commitment to existing legal regimes and its will-
ingness to promote these norms in international forums. Thus, the EU is effectively exporting its legal ap-
proaches to the global level, facilitating the institutionalization of international cybersecurity.

Russia: Digital Sovereignty and Legal Universalization

The Russian Federation exemplifies a different approach to cybersecurity, centered on the principles of
state sovereignty, the equality of states, and the inadmissibility of interference in internal affairs. Since the
late 1990s, Russia has actively shaped the UN agenda on international information security. Among the first
initiatives were UN General Assembly resolutions, beginning with A/RES/53/70, initiated by Russia and
forming the basis for the creation of the Global Geographic Environment (GGE).

At the OEWG, Russia emphasizes the need to develop legally binding international documents regulat-
ing the behavior of states in cyberspace. In 2021, an initiative was introduced to develop an international
convention on information security, enshrining principles, such as digital sovereignty, the prohibition of
cyber aggression, and the inadmissibility of using ICTs for military and destabilizing purposes [27].

Along with its efforts within the UN, Russia is actively working within the UN Office on Drugs and
Crime (UNODC), promoting the idea of a comprehensive Convention on Cybercrime. At the same time,
contacts are developing with the ITU, where Russia is promoting initiatives to strengthen the role of states in
the governance of the internet and technical resources such as DNS and IP addressing [28].

At the national level, Russia implements a multi-layered cybersecurity policy, including the Information
Security Doctrine (2016), Federal Law No. 187-FL “On the Security of Critical Information Infrastructure”
and the National Digital Transformation Strategy. These documents define the regulatory framework for
state control over the digital space and measures to reduce dependence on foreign technologies [29].

International cooperation is also pursued within the SCO, CSTO, BRICS, and through bilateral agree-
ments. Particularly significant is the Memorandum of Understanding between Russia and China (2015),
which commits both parties to preventing cyberattacks from each other’s territory. Similar agreements have
also been signed with Kazakhstan, India, Iran, and several other countries.

The United States: International Law and Digital Stability

The United States of America is a key participant in the development of a global cybersecurity architec-
ture, emphasizing the applicability of existing international legal norms in cyberspace and promoting the
principles of openness, transparency, and accountability. Since the early 2000s, the United States has con-
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sistently participated in the development of norms for state behavior in the digital environment at the UN
[30].

US initiatives within the Group of Governmental Experts (GGE) and the Open-Ended Working Group
(OEWG) aim to reaffirm the applicability of the UN Charter, international humanitarian law, and principles
of international responsibility to actions in cyberspace. The US insists that fundamental norms, including the
prohibition of the use of force, sovereignty, non-interference, and the need to respect human rights, should
apply regardless of the technological environment [16].

Particular attention is being paid to the development of voluntary, yet politically significant, norms. The
United States supported the development of 11 norms of responsible state behavior, as outlined in the 2015
GGE report (A/70/174), including:

- refraining from causing damage to critical infrastructure;

- assistance to states affected by cyberattacks;

- vulnerability notification and threat information sharing [3].

At the OEWG, the United States actively promotes the idea of engaging all stakeholders—including the
private sector, academia, and NGOs—in the process of shaping international cyber policy. This approach,
according to the United States, ensures a more resilient and flexible system for global digital risk manage-
ment.

In 2017, amid a growing number of cyber incidents, the American company Microsoft introduced the
Digital Geneva Convention, which received support from expert and diplomatic circles. The document en-
visaged the introduction of international obligations similar to the Geneva Conventions, aimed at protecting
citizens from the consequences of interstate cyberattacks. Proposed measures included a ban on cyberattacks
on critical infrastructure, a ban on the introduction of backdoors into products, and the creation of an inde-
pendent attribution mechanism [26].

The United States also actively opposes alternative concepts of cyber regulation, particularly those
promoted by Russia and China under the term “information security”. In its speeches at the UN, US officials
also emphasize that these concepts replace cybersecurity goals with issues of internal control, undermine
freedom of speech, and create risks of internet fragmentation. Thus, during the OEWG discussions in 2021—
2022, the US directly rejected the initiative to develop a legally binding convention on information security,
proposed by the Russian Federation, citing the lack of broad consensus and the risks of restricting digital
rights [31].

At the national level, US cyber policy is based on strategic documents: the Cyberspace Solarium Com-
mission Report (2020), the National Cybersecurity Strategy (2023), and a series of presidential directives and
orders, such as Executive Order 14028 “Improving the Nation’s Cybersecurity”. These documents define the
principles of public-private partnerships, incident liability, and deterrence strategy in cyberspace [32].

US international cooperation is implemented through bilateral agreements (e.g., with the UK, Israel, Ja-
pan, Australia, etc.), as well as through the Quad initiative, the NATO Cyber Defense Pledge, the Clean
Network, and the Paris Call for Trust and Security in Cyberspace.

Conclusion

The European Union emphasizes regionalism, institutionalization, and the promotion of soft law. The
EU actively develops and implements regulations and directives that are binding on member states and fo-
cuses on the use of structural and administrative mechanisms to ensure cybersecurity within the region. An
example is the EU Network and Information Systems Security Directive (NIS Directive), which requires
member states to implement national cybersecurity strategies and establish national incident response cen-
ters. The EU is also actively engaged in the creation of new norms and standards within the European
Cybersecurity Agency (ENISA), providing member states and private companies with recommendations and
best practices. This approach encourages coordination and cooperation within the region but generally has
limited impact beyond its borders.

Russia, on the contrary, emphasizes the need for global universalism and legal rigor. Russia seeks to
transform soft law into hard law, insisting on the adoption of international conventions regulating the behav-
ior of states in cyberspace. Russia’s most important initiative is the proposal to develop an international con-
vention on information security within the UN. This convention should include mandatory norms that will
ensure protection from cyberattacks and define the rules of conduct for states in cyberspace. Russia empha-
sizes the importance of creating universal international norms that will be binding on all countries. Also, un-
like the EU, Russia emphasizes a legal platform with investigation and coordination mechanisms within the
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UN, such as the Group of Governmental Experts (GGE) and the Open-Ended Working Group (OEWG), with
the aim of creating global mechanisms for legal assistance and investigation of incidents.

The United States, as a leading global power, actively participates in international debates, proposing its
approaches to cybersecurity regulation. The United States favors international cooperation and a liberal ap-
proach, often focusing on soft law and flexibility in cyberspace regulation. An example is the Digital Geneva
Convention initiative, proposed in 2017, which aims to establish international norms of conduct in cyber-
space but is not legally binding. The United States actively participates in UN forums, such as the Group of
Governmental Experts (GGE), where it promotes the concept of establishing norms and standards for regu-
lating cyber threats, while emphasizing the importance of the private sector and states in coordinating efforts.

Kazakhstan actively participates in the work of the UN Open-Ended Working Group (OEWG), present-
ing initiatives that address the digital needs and priorities of developing countries. This includes proposals
for technical support, exchange of expertise and specialists, and the development of standards to ensure sov-
ereign control of data. The country promotes the creation of a Central Asian Cyber Coordination Center to
strengthen cooperation between regional countries, international organizations, and businesses in the field of
cybersecurity, accelerates the process of unifying cybersecurity terminology and procedures at the national
level, using International Telecommunication Union (ITU) standards and UN recommendations. It is also
important to integrate soft law documents into educational programs and regulations. Kazakhstan also devel-
ops a system for international evaluation and certification of domestic information security (IS) solutions. It
ensures their recognition abroad and compliance with international requirements, which is especially im-
portant for IT product exports. Along with it, the country integrates digital diplomacy into the activities of
the Ministry of Foreign Affairs and expand the functions of digital attachés in diplomatic missions in key
international organizations and countries (UN, EU, ASEAN, etc.).

As noted by Satbaeva A.M. et al. (2023), an important step in rapprochement with international practic-
es was the adoption of the “Kazakhstan Cyber Shield” Cybersecurity Concept aimed at creating a unified
legal and organizational approach to protecting digital infrastructure [6; 29]. The concept was developed
based on an analysis of best international practices and contains provisions harmonized with UN General
Assembly resolutions on ICT in the context of international security.

Furthermore, from 2022 to 2024, Kazakhstan actively developed bilateral and multilateral cooperation
with relevant UN agencies, such as the International Telecommunication Union (ITU) and the United Na-
tions Office on Drugs and Crime (UNODC). With the support of these agencies, Kazakhstan participated in
training sessions, conducted cyber incident response exercises, and promoted initiatives to provide legal
training to specialists and law enforcement officers [2; 7].

Adaptation of international norms is also taking place at the institutional level. For example, the Repub-
lic of Kazakhstan has established a State Technical Service (STS) responsible for monitoring cyber threats, a
functioning Information Security Coordination Center, and adopted by laws regulating the processing and
storage of personal data, user identification, and provider obligations. These measures are aligned with legal
practices in force within the European Union and recommended by the UN [10; 14].

Thus, Kazakhstan’s interaction with the UN in the area of cybersecurity is characterized by a compre-
hensive approach, combining participation in international consultations and working groups with the active
adaptation of international law into the national legal system. This demonstrates Kazakhstan’s commitment
to integrating into global cyberspace based on international legal responsibility, transparency, and mutual
trust.
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JI.K. AmanaeixoBa, C.H. CopcenoBa

Ka3zakcrannbiH BYY-mMeH kudepkayincizaik cajgacbIHIAFbl
032pa ic-KMMBLIbIHBIH NPAKTHKAJIBIK aCHeKTijaepi

Kazakcran PecnyOnukacel ©3iHIH HOUQPIBIK OPTACHIHBIH KOPFANybIH apTTHIPY MakKcaTblHOa Kaszakcran
PecniyOnukacel knOepKayimnci3mikTiH MOPMEHI XallbIKapalblKk HOpMAaJlapblH jKacay JKOHE iCKe achlpy YIIiH
SPTYPIIi CTpPaTeTHsJIbIK SIiCTep MEH peTTeylli Kypanmapabl KoiajaHa oTwipell, BYY¥-MeH xoHe Oacka na
XaJbIKapalblK KYPBUIBIMAAQPMEH THIFBI3 BIHTBIMakTacaigsl. Kubepreppopusmre, kubepOapiiayra xoHE
KHOEPKEeHICTIK apKpUIBl MEMIIEKETTEep/IiH ereMeH]Il icTepiHe apaiacyra OalIaHBICTBI TOyEKENAEPIiH apTyhl
Oalikamazpl, Oy XalbIKapalblK e3apa iC-KUMBUIIBI KeHEHTY KaKeTTUNTiH TyFbi3ansl. OChbiFaH OalIaHBICTH
BYY-upIH kubep opTama MEMIICKETTEPIIH TOPTIOIHIH KaJIbl KAFUIATTAPhl MEH epEKENEPiH KAIBIITACTHIPY
JKOHIHJIET] IC-KUMBUIIap/ibl YHIECTipyIeri MaHBI3ABLIBIFE apThIN Keneai, OyJI jkaHa Kapapiiap KaObuiaayna
KOHE KHOCpHETHKAIBIK Kayilci3mik Mocenenepi OOMBIHINIA aIUIBIK KypaMIarbl JKYMBIC TOOBIHBIH
OKUIETTIKTepiH KeHelTyae KepiHeni. Kubepkayinci3mik canachlHOaFrbl Ka3aKCTaHABIK 3aHHAMAaHBIH
epexenepiH Tanjay YIIiH KYPBUIBIMIBIK, JIOTHKAJIBIK JKOHE [MAJEKTHKAIbIK TOCUIACp KOJAAHBUIIBL
3epTTeyiH TEOPUSUIBIK HETi3i XaJbIKapalblK KYKbIK HOpMaJapblH, FBUIBIMH JKYMBICTAD MEH XaJbIKapasblK
yHBIMIAPABIH MaTepHalIapblH 3epleley Heri3iHae KansinracTel. Ka3akcran kubep cascaThlHBIH KAJIBINTACYbI
MEH OJBOJIOLMACHIHZAA, aranm aifTkanaa, bipikkeH ¥arrap YipIMbl [IeHOEpiHIETT  XaJbIKapasbIK
MiHZETTeMeNep eIyl MOHre He. XaublKapaiblK jkobajapra OeliceHIi TapTy, YITTHIK 3aHHAMaHBI
XaNbIKapalblK CTaHAAPTTapFa COHKECTEHAIPY JKOHE CTpaTerdsulblK OarnapiiamManapibl JKy3ere achipy
MEMIICKETTIH KHOepKayilCi3giKk NEeHreiliH apTThIpyFa >XOHE OHBIH ONeMAIK IHM(PIbIK KOFaMAaCTBIKKA
MHTErpalysIaHyblHa BIKMAI eTedi. bys yaepicreri MaHbI3Ibl (akToOp XajblKapajblK KYKBIK HOpMallapblH
YITTHIK 3aHHAMaFa CHIi3y.

Kinm co30ep: xubepkayincizaik, BYY, kubepkayinrep, XajablKapaiblk KHOEp peTTey, XalblKapaslblK KYKBIK,
AKMapaTThIK KYKBIK.

JI.K. AmangsikoBa, C.H. CapcenoBa
IIpakTuyeckue acnekTbl B3aumoaeicreusa Kazaxcrana
¢ OOH B 00s1acTH KNOEPOE30MIACHOCTH

Pecmy6nuka Ka3axcraH, B ieNsIX HOBBILIEHHS 3aIIUIEHHOCTH CBOEH U(PPOBOH CPe/Ibl, TECHO COTPYIHUYAET
¢ OOH u npyrumu MeXAyHapOAHBIMU CTPYKTYPaMU, IPUMEHsS Pa3JIMuHble CTPATETUUYECKUE METOABI U PEry-
JSITOPHBIE MHCTPYMEHTHI IUIsL CO3/IaHUs M peanu3anuy Y(pQEKTUBHBIX MEKAYHAPOJHBIX HOPM KnbepoOesormac-
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HocTu. HalOimroiaeTcss pocT pHCKOB, CBSI3aHHBIX C KHOEPTeppOpH3MOM, KHOeppa3BeIKOil M BMENIATEIbCTBOM
BO BHYTPEHHHE JIeJa TOCYIapCTB Yepe3 KMOepIpoCcTPaHCTBO, YTO 00yClIaBIHBaeT HEOOXOAUMOCTh paclIupe-
HUSI MEXXIYHApOJHOTO B3aMMOJECUCTBHA. B cBs3u ¢ 3TM Bo3pacraer poins OOH B xoopauHanuu IeicTBUiA
1o (opMHPOBaHMIO OOIIUX IPUHIUIIOB M IIPaBUJI ITOBEICHUS TOCYIApCTB B KHOEpCpese, YTO BBIpaKaeTcs B
NPUHATHN HOBBIX PE30JIIONUH U pacIIMpeHUH IToJHOMouni Pabodeit rpynmsl OTKPEITOrO coCTaBa 1o BOIPO-
caM KuOepHeTHueckoil 6e3omacHocTH. J{is aHaIn3a MONOKEHUH Ka3aXCTaHCKOTO 3aKOHO/ATeNbCTBA B chepe
Kn6ep0e30MacHOCTH MPUMEHSUTUCH CTPYKTYPHBIH, TOTHYECKUI U AMANEKTHUECKUH moaxoasl. TeopeTndeckuii
(byHIaMeHT uccienoBaHus cOPMHUPOBAH Ha OCHOBE U3YYCHHs HOPM MEKIYHAPOIHOTO NpaBa, HAYYHbIX pa-
00T 1 MaTepHaIoB MEXIYHApOIHBIX opraHu3anuii. KirroueBoe 3HaueHNE B CTAHOBICHUH U SBOJIIOIUH KHOep-
nommTuky Kazaxcrana MMeEIOT MeKyHapOIHBIE 00513aTeNbCTBA, B YACTHOCTH, B pamKkax Opranmsarym O6be-
JuHeHHBIX Hanuil. AKTHBHOE BOBIICUEHHE B MEXIyHApOJIHBIE MPOEKTHI, IPHBEACHUE HALMOHATBHOTO 3aK0-
HOZATENbCTBA B COOTBETCTBHE C MEXKAYHAPOAHBIMH CTaHAAPTaMH M OCYIIECTBIEHHE CTPATETMYECKHX IPO-
TpaMM CIIOCOOCTBYIOT TIOBBIIIEHHUIO YPOBHS KHOEpOE30IIacCHOCTH TOCyJapcTBa M €r0 HHTETPAIlMU B MHPOBOE
g poBoe coodmmecTBo. CyIIeCTBEHHBIM (haKTOPOM B JaHHOM Ipolecce SBISETCs BHEIPSCHUE HOPM MEXIy-
HapOJHOTO MpaBa B HALIMOHATBHOE 3aKOHO/ATENICTBO.

Kniouesvie cnosa: xubepbesonmacHoctb, OOH, kuGepyrpossl, MeEXAyHapOIHOE KUOepperyanpoBaHHe,
MEXIyHapOIHOE NPaBo, HHPOPMALIOHHOE TIPaBo.
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