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Legal Limits on the Use of Digital Evidence in Cybercrime Cases:
Examining the right to privacy in the EU, and the Republic of Kazakhstan

Cybercrime investigations increasingly rely on intrusive digital techniques that can interfere with private life.
This article identifies minimum procedural safeguards that reconcile effective cybercrime enforcement with
respect for privacy. Using doctrinal and comparative legal analysis, it benchmarks Kazakhstan’s regulation of
intrusive investigative measures against standards developed by the European Court of Human Rights and
relevant European Union requirements, with reference to practices in selected member states. The study ex-
amines four techniques: interception of communications, access to traffic and location data, remote access to
digital devices, and the use of commercial spyware. The comparison shows that vague statutory bases and
weak supervision can turn crime-control tools into surveillance. At a minimum, privacy-compatible enforce-
ment requires prior independent authorization, clear limits on scope and duration, auditable rules for data
handling (storage, access, sharing, deletion), effective oversight and accountability, post-measure notification
when it no longer jeopardizes investigations, and accessible remedies. The article concludes with priority re-
forms for Kazakhstan to strengthen legal certainty and oversight while preserving investigative capacity.
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Introduction

Digital technology has expanded cybercrime and, at the same time, the investigative toolkit used to re-
spond to it. Interception, covert device access and large-scale data collection often operate in secrecy and can
cut deeply into private life. When the legal basis is drafted broadly or procedural checks are thin, legitimate
investigation can slide into disproportionate interference. This article therefore maps the minimum legal and
procedural safeguards that should accompany such measures, using European human rights jurisprudence
and Kazakhstan’s evolving regulatory framework as the core points of reference. It explains how the ECtHR
has interpreted and adjusted the principles of proportionality and legal certainty under Article 8 of the
ECHR. Scholars like Robert Alexy [1] and Aharon Barak [2] have shaped the test around legality, legitimate
aim, necessity, and balancing. In surveillance law, there is an ongoing debate about how proportionality
works in practice. Some focus on security and point to the scale and speed of cyber threats, arguing that
broader legislative powers are needed, as Orin Kerr’s flexible approach to digital searches demonstrates [3].
Others, including David Cole [4] and Neil Richards [5], warn that secrecy and technology gaps can lead to
abuse. They call for stronger judicial oversight, narrower legal authorization, and strict safeguards before and
after surveillance.

These disagreements surface in debates over bulk interception and metadata retention. Some say that
communications metadata differs from content data and does not require strong safeguards. Others argue that
metadata can reveal private information about people. European case law and academic writing increasingly
support this view. There is also debate about how much freedom authorities should have in national security
and cybercrime cases. Some scholars argue that greater flexibility is needed in complex situations. Others
warn that excessive discretion can weaken legal standards and oversight. The literature is also split between
those who focus on legal rules and those who use social or empirical methods to study safeguards in practice.

The biggest disagreements are about remote device access and commercial spyware. Unlike traditional
interception, spyware can secretly and continuously collect a wide range of data from digital devices. Schol-
ars writing on the Pegasus case and “mercenary surveillance”, including Rowan Philp [6], argue that spyware
blurs the line between targeted interception and general searches. This challenges current proportionality
standards. They see spyware not only as more intrusive but also as a new kind of state power. They argue
that this requires new safeguards.
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On the other hand, some scholars who focus on security see spyware as a more advanced version of ex-
isting investigative tools. They believe that current judicial approval systems can handle these technologies
with proper oversight. The main debate is whether spyware should be regulated as interception or as a gen-
eral digital search, given its broad, secretive nature. This issue relates to key principles established under Ar-
ticle 8 of the ECHR. These include foreseeability, scope limitations, effective oversight, and protection
against abuse. It also ties into broader debates in surveillance studies. For example, David Lyon [7] analyzes
how constant monitoring and counter-terrorism tools become standard law enforcement practices.

Even though research on this topic has grown since the Pegasus Project, there is still no clear way to
link the level of technological intrusion to the safeguards needed. Most studies focus on exposing abuse or
making broad human rights arguments. Few connect the European Court of Human Rights’ proportionality
rules to specific digital investigative powers. This article seeks to fill that gap by creating a system that aligns
investigative measures with the core procedural protections in European human rights law. It explains how to
balance effective investigations with the protection of private life under the rule of law. As surveillance ex-
pands, policymakers face a new challenge. How long can human rights principles stay strong if advanced
spyware keeps moving faster than legal safeguards?

The demand for effective investigative tools is easy to understand when set against current incident lev-
els. The UK Cyber Security Breaches Survey 2025 reports that 43 % of organisations experienced cyber in-
cidents or attacks in the past year [8]. In Germany, studies on economic crime estimate annual losses of EUR
289.2 bhillion, with cyberattacks accounting for a substantial share [9].

In Kazakhstan, official Ministry of Internal Affairs reporting on the results of 2025 confirms both the
scale and complexity of cyber-enabled offending. According to the Ministry, 40 % of all registered offences
are fraud, and 60 % of those fraud cases are committed through the internet [10]. Year-end official reporting
also states that 84.5 million fraudulent calls were blocked in 2025, 13 call centers were dismantled, and 56
criminal cases were investigated in relation to so-called “droppers” [11]. These figures help explain why in-
vestigations increasingly turn to privacy-intrusive measures such as interception, access to traffic and loca-
tion data, covert monitoring, searches of digital devices, and, in some cases, commercial spyware.

The article proceeds in three steps. First, it summarizes the ECtHR’s approach under Article 8 and the
safeguards the Court expects for covert surveillance. Second, it reviews key EU requirements governing ac-
cess to and retention of communications data. Third, it assesses Kazakhstan’s rules on digital evidence and
online investigative measures, read together with national cybersecurity policy.

In Kazakhstan, the relevant rules are dispersed across several intersecting regimes: national security, in-
formation and communication technologies (ICT) and information security regulation, criminal law on
informatization and communications offences, and new digital regulation. Key instruments include the Law
on National Security [12], Government Resolution No. 832 on ICT and information security [13], Chapter 7
of the Criminal Code [14], the Digital Code [15] and the Concept of Cyber Shield of Kazakhstan [16]. Taken
together, these sources reflect a growing policy emphasis on strengthening investigative capacity while ac-
knowledging constitutional limits and privacy safeguards.

Against that backdrop, the article specifies what “minimum safeguards” should mean in practice when
digital evidence is collected through interception, access to metadata, remote device measures, or commer-
cial spyware. The analysis uses ECtHR standards and EU member-state practice as benchmarks and then
tests the Kazakh framework against them. The goal is practical: recommendations that increase legal certain-
ty and oversight without weakening lawful cybercrime enforcement.

Future research can sharpen these findings by testing how safeguards operate in practice (for example,
how authorisation, logging and oversight work in real investigations), by tracking new surveillance tech-
niques, and by expanding the comparison to additional jurisdictions. Such work would help specify how se-
curity objectives can be pursued without normalising routine, unchecked intrusion into private life.

Methods and materials

The paper combines doctrinal analysis of legislation and case law with a structured comparison of safe-
guards across jurisdictions. For the ECtHR strand, the analysis focuses on Article 8 standards for secret sur-
veillance and interception, with reference to Klass and Others v. Germany, Roman Zakharov v. Russia, and
Big Brother Watch and Others v. the United Kingdom.

For the comparative strand, the article contrasts the EU, ECtHR standards and Kazakhstan across four
dimensions: the legal bases for intrusive measures; the authorisation and oversight architecture; data-
handling rules (retention, access and deletion); and available remedies. Alongside primary sources, the re-
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view draws on secondary legal literature, policy analysis and publicly available materials on the deployment
and regulation of mercenary spyware.

To connect doctrine with practice, the study also uses incident statistics, sector reports and publicly re-
ported cases. The ECtHR tests of legality, legitimate aim, necessity and proportionality serve as the organis-
ing framework for assessing interception, metadata access, remote device measures and commercial spy-
ware, and for identifying the safeguards that should accompany these powers.

Finally, the comparative findings are checked against publicly available information on cyber incidents
and surveillance tools. This step reduces the risk of purely abstract conclusions and supports recommenda-
tions focused on legal certainty, independent oversight and workable safeguards for cybercrime investiga-
tions.

Results

Digital evidence in cybercrime cases ranges from basic requests for subscriber or IP information to
highly intrusive measures such as real-time interception, remote device access, and large-scale or cross-
border data acquisition. The degree of intrusion depends not only on whether content is accessed, but also on
the breadth of associated communications data. Even where content is never read, metadata (time, location,
duration and counterparties) can reveal sensitive aspects of private life.

Commercial surveillance software refers to tools produced by private vendors that covertly collect, ex-
tract or intercept data from devices. Products such as Pegasus and Predator are marketed as counter-terrorism
and anti-crime tools, yet reporting across jurisdictions shows their use against journalists, activists, public
figures and private citizens [17]. Because such tools can activate microphones and cameras, access media
files and extract stored data without the user’s knowledge, the resulting interference is often comprehensive
rather than limited. Amnesty International’s Security Lab published a forensic methodology report explain-
ing technical traces associated with Pegasus infections and attempted infections [18].

Kazakhstan also illustrates these broader risks. Amnesty International reported Pegasus infections on
the mobile devices of several Kazakhstani civil society activists in 2021. These episodes underline a practical
gap between formal legal limits and effective oversight: where notification, transparency and independent
control are weak, the risk of excessive or misdirected surveillance increases, and trust in digital investiga-
tions erodes [18].

On this basis, the investigative measures in cybercrime cases can be grouped by their level of intrusion.
Each group is equipped with basic procedural safeguards, in line with ECtHR standards and common Euro-
pean practices.

1. Highly intrusive actions require prior independent authorization. This includes interception of com-
munications, remote device access, or use of commercial spyware. These measures must rely on clear legal
grounds, have strict time limits, and be overseen by an independent authority.

2. Moderately intrusive measures, such as the collection of metadata and limited access to communica-
tions data, must be guided by a clearly defined purpose and scope. These actions require established proto-
cols for data minimization, retention, and deletion, as well as comprehensive audit trails.

3. Low-intrusiveness actions include requesting basic subscriber or IP information and using aggregat-
ed datasets. Clear guidelines must control data storage and deletion. When possible, notification and mecha-
nisms for seeking remedies should be provided.

This classification clarifies each category and links it to minimum safeguards. It promotes legality, ne-
cessity, and proportionality. It also encourages transparency and public trust in cybercrime investigations.

On this basis, the article proposes a typology of investigative measures by intrusiveness and links each
type to a baseline set of safeguards derived from ECtHR standards and European practice. The typology
helps identify areas where the legal framework leaves broader discretion to investigative authorities.

A major challenge in legal regulation is distinguishing between traditional interception of communica-
tions and direct access to digital devices. Traditional interception is relatively well-regulated in many juris-
dictions, including Kazakhstan. However, current legal policies usually lack explicit provisions for remote
device access or government hacking. Such practices may constitute a significantly more intrusive form of
surveillance.

Where these minimum safeguards are defined in law and applied in practice, digital evidence can be
gathered effectively without undermining the right to private life. The comparative analysis therefore treats
safeguards not as obstacles to investigations but as conditions for lawful evidence-gathering and for main-
taining public trust in cybercrime enforcement.
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These concerns are reflected in the legal tests applied in Europe. Under Article 8 of the ECHR [19], any
interference with private life must be “in accordance with the law”, pursue a legitimate aim (including the
prevention of crime), and be “necessary in a democratic society”. The ECtHR has consistently stressed that
secrecy increases rather than reduces the need for “adequate and effective safeguards against abuse” [20]. In
cybercrime investigations, operational efficiency therefore cannot substitute for a clear legal basis and robust
procedural guarantees. Kazakhstan’s constitutional framework also recognizes data protection. Since 1995,
Article 18 of the Constitution guarantees privacy and the confidentiality of correspondence and communica-
tions, providing a baseline for assessing digital investigative powers [21]. In addition, constitutional amend-
ments are currently under public and expert discussion: the published draft of the new constitutional text ex-
plicitly guarantees protection of personal data against unlawful collection, processing, storage, and use, in-
cluding in the digital sphere, thereby elevating personal data protection to the constitutional level [22].

Kazakhstan’s approach to cybersecurity law has evolved from fragmented regulations to a cohesive le-
gal framework. Foundational legislation formed the basis for later advancements. A key milestone was the
2015 Law “On Informatization”, establishing regulations for information systems, electronic resources, gov-
ernment databases, and information security [23]. The 2017 “Cyber Shield of Kazakhstan” [16] was built on
these efforts by developing national protection for information infrastructure, enhancing cyber-resilience,
and formalizing incident response. Its explicit policy objectives enabled the development of new institutions
and legal instruments. Further progress came with the 2026 Digital Code of Kazakhstan, consolidating digi-
tal technology, data, information systems, and security regulations [15]. These developments show Kazakh-
stan’s shift from fragmented to comprehensive digital and cybersecurity management. For cybercrime inves-
tigations, the key question becomes how these instruments translate into concrete limits, oversight and data-
handling rules that protect privacy while allowing lawful evidence collection.

Applying the typology of digital investigative measures by level of intrusiveness helps analyze how
Kazakhstani law provides procedural safeguards and highlights areas where officials have broad discretion.
For highly intrusive actions like interception, spyware use, or remote device access, prior independent ap-
proval, legal grounds, strict time limits, and oversight are essential. Moderately intrusive measures, such as
metadata or limited communications data collection, need a clear purpose and scope, rules for data minimiza-
tion and deletion, and thorough audit trails. Less intrusive actions, such as requesting subscriber information
or aggregated data, should follow transparent rules for information storage and deletion and provide notifica-
tion and remedies where possible. Clearly stated and enforced safeguards allow authorities to lawfully collect
evidence without violating privacy, fostering confidence in cybercrime enforcement.

Discussion

Judicial practice of the ECtHR

Privacy and freedom of expression may be restricted, but only under the established three-part test: the
interference must be prescribed by law, pursue a legitimate aim, and be necessary and proportionate in a
democratic society. “Prescribed by law” requires accessible and foreseeable rules and safeguards that con-
strain discretion, which is particularly important for covert surveillance. Necessity and proportionality re-
quire that any measure be tightly limited in scope and duration, subject to effective independent oversight
and remedies, and applied without discrimination [20].

In cybercrime cases, the ECtHR is the key European benchmark for assessing covert surveillance under
Article 8. Its judgments translate legality, necessity and proportionality into operational requirements for in-
terception and other forms of digital data collection. Interception of content is treated as especially sensitive
because it exposes intimate communications and is typically conducted in secrecy.

The Court’s interception jurisprudence therefore insists on safeguards that make the circumstances and
procedures foreseeable. Put differently, the legal framework must do more than authorise interception: it
must embed controls that prevent routine or open-ended monitoring.

Klass and Others v. Germany and Roman Zakharov v. Russia illustrate this point [24, 25]. Both cases
emphasise that interference must be “in accordance with the law”, pursue a legitimate aim, and be accompa-
nied by practical safeguards that make necessity and proportionality real rather than rhetorical. The Court
points, for example, to limits on affected persons and qualifying offences, time limits, retention and destruc-
tion rules, supervision arrangements and avenues for challenge.

Big Brother Watch and Others v. the United Kingdom extends the same logic to bulk regimes. The
Grand Chamber accepted that bulk interception is not automatically incompatible with the Convention, but it

50 BecTHuK KaparaHguHckoro yHuBepcuTeTa



Legal Limits on the Use of Digital...

required “end-to-end” safeguards: authorisation, selection, examination, storage and oversight must each be
constrained and reviewable [26].

Cyber incidents create pressure for speed and technical sophistication. ECtHR case law nevertheless
treats safeguards as non-negotiable. Operational convenience does not justify bypassing legality, independent
authorisation, effective oversight or remedies, even in serious security contexts.

Across this jurisprudence, a recurring set of minimum safeguards can be distilled: accessible and fore-
seeable laws; limits on affected persons and qualifying offences; prior independent authorisation; strict time
limits and clear extension rules; clear rules for handling, retaining and deleting collected data; independent
oversight; and effective remedies and, where compatible with the investigation, notification.

The Grand Chamber in Big Brother Watch reaffirmed that even with bulk interception, “end-to-end”
safeguards are required. These measures protect private life rights from authorization through data retention
to subsequent oversight [26].

ECtHR practice also suggests that safeguards do not only protect privacy: they support the reliability of
digital evidence and the legitimacy of enforcement. Conversely, episodes involving commercial spyware
show how secrecy, weak oversight and limited transparency increase the risk of arbitrary interference and
downstream evidentiary disputes.

Judicial practice of the European Union member states

Within the EU, rules on digital evidence operate alongside a broader data-protection and cybersecurity
framework. The GDPR sets baseline requirements for lawful processing, storage and deletion of personal
data and protects rights such as access, rectification and erasure [27]. In parallel, cybersecurity instruments
(including NIS2) push organisations toward risk management, incident reporting and resilience
measures [28].

European courts generally treat proportionality and independent control as the organising principles for
digital evidence. They draw a clear line between indiscriminate surveillance and targeted monitoring: large-
scale collection requires explicit legal authority, specified purposes and strong external oversight. Targeted
measures, by contrast, are more easily justified when they rest on concrete suspicion and are time-bound.

Recent CJEU debates have been shaped by investigations into encrypted communication services, nota-
bly EncroChat and Sky ECC. These platforms offered modified devices and secure messaging that compli-
cated conventional interception. Public reporting indicates that EncroChat had roughly 66,000 users across
122 countries before its 2020 dismantling and that investigators relied heavily on large datasets captured
through technical operations.

The CJEU has not directly ruled on the substantive legality of the underlying hacks; its analysis has in-
stead focused on the procedural conditions for cross-border use of the resulting data. On 30 April 2024, in
Case C-670/22, M.N. (EncroChat), the Court considered whether European Investigation Orders (EIOs) is-
sued by a German public prosecutor could be used to obtain EncroChat data collected in France.

The Court held that a public prosecutor may issue an EIO to request transfer of data already collected in
another EU country, provided that the same rules would apply domestically and that national courts can re-
view the measure for compliance with fundamental rights. It also clarified that Article 31 of Directive
2014/41/EU treats “interception of telecommunications” in functional terms, capturing operations that pro-
vide access to communications data regardless of the precise technical pathway.

As to remedies, the Court indicated that exclusion of evidence is not automatic even where violations
are found. Admissibility remains largely governed by national law, but fair-trial rights set limits: if the de-
fence cannot effectively test key evidence obtained through an EIO, a court may need to disregard that evi-
dence to preserve fairness [29].

In Ekimdzhiev and Others v. Bulgaria, the Court determined that Bulgaria’s surveillance and data reten-
tion framework lacked sufficient safeguards. Although nominally “targeted”, ambiguous legal standards, re-
stricted judicial oversight, and inadequate remedies rendered the regime comparable to mass surveillance.
The Court underscored that the mere existence of such legislation may infringe upon privacy. Safeguards
must be effective in practice rather than solely in theory [30].

In Tele2 Sverige and Watson, the CJEU held that European Union law prohibits indiscriminate data re-
tention. Only targeted retention for the investigation of serious crime is permissible, provided it is subject to
stringent conditions and prior review by a court or an independent authority. The Court established that mass
data collection contravenes EU privacy standards, except in exceptional national security circumstances. In-
vestigative access must be subject to robust independent oversight [31].
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After Ekimdzhiev and Tele2, the Court further tightened access to communications metadata. In H.K. v
Prokuratuur, it required prior independent authorization—preferably judicial—before law enforcement may
access such data, save for genuine emergencies. Allowing prosecutors to authorise access on their own was
found incompatible with proportionality and effective legal protection. Therefore, only an independent party
may authorize access to communications metadata; this authority should not be granted to the public prose-
cutor [32].

In M.N. (EncroChat), the CJEU addressed cross-border use of previously collected EncroChat data. It
confirmed that an EIO may be used to request transfer of such data and that prosecutors may issue EIOs
where national law permits. Necessity and proportionality remain required; the Court indicated that individu-
alized suspicion for every user is not always mandatory. It also recognised that confidentiality of hacking
methods does not automatically bar evidence, provided defence rights are respected; where the defence can-
not effectively challenge the material, exclusion may be necessary. The judgment reiterated notification du-
ties in cases of transnational interception [33].

Taken together, these cases point to a pragmatic but rights-constrained line: large investigations and
cross-border cooperation are possible, but only under a framework that preserves independent oversight and
fair-trial guarantees. Admissibility is therefore linked to both the lawfulness of collection and the defence’s
ability to challenge it.

In this sense, proportionality and independent control are not abstract ideals but practical conditions for
the sustainable use of digital evidence. Successes against encrypted-crime networks do not remove the need
for targeted powers, clear legal authority, strict retention rules and effective remedies.

Digital Surveillance and Human Rights in Kazakhstan

Cybercrime and internet-enabled fraud remain a significant enforcement challenge in Kazakhstan, in-
creasing the practical demand for reliable digital evidence collection and preservation. Official Ministry of
Internal Affairs reporting indicates that fraud now accounts for 40 % of all registered offences in the country,
and that 60 % of those fraud cases are committed through the internet. Year-end official reporting for 2025
also states that 84.5 million fraudulent calls were blocked, 13 call centers were dismantled, including centers
operating abroad, and 56 criminal cases were under investigation in relation to so-called “droppers” [10, 11].
These indicators help explain why law-enforcement authorities increasingly rely on privacy-intrusive inves-
tigative tools such as interception, access to traffic and location data, covert monitoring, searches of digital
devices, and other digital tracing measures. At the same time, broader official reporting on countering cyber-
crime shows the growing institutional emphasis on preventive, technical, and investigative responses, which
further reinforces the need for clear legal bases, independent authorization, and effective oversight consistent
with human rights standards [34].

Kazakhstan’s rules on digital evidence are spread across national security legislation, information-
security regulation and criminal procedure, which makes the framework difficult to navigate and weakens
transparency for data subjects [35]. This fragmentation also complicates accountability: different bodies may
rely on interception, remote device access or large-scale data collection without a single, legible set of pro-
cedural guarantees.

International and domestic law permit interference with private life only for limited aims (for example,
national security or crime prevention) and only through procedures that make those limits operational. In
Kazakhstan, the reported gap between formal rules and day-to-day practice points to deficits in transparency,
notification and external control especially where intrusive measures are conducted covertly.

Kazakhstan’s experience also mirrors a broader pattern: commercial spyware enables sophisticated sur-
veillance with limited accountability. Tools originally developed for counter-terrorism have been document-
ed as being used against journalists, activists and public figures in multiple countries [36]. Where procure-
ment and deployment are opaque, it becomes difficult to assess legality, necessity and proportionality in con-
crete cases.

International responses to spyware are evolving. Courts and regulators in other jurisdictions have begun
to impose consequences on vendors whose tools facilitate unlawful surveillance. For example, in 2025 a U.S.
court ordered NSO Group to stop targeting WhatsApp users and addressed damages in related litigation [37].
Although the proceedings occurred outside Kazakhstan, they signal a wider regulatory shift toward vendor
accountability.

Kazakhstan’s information infrastructure also remains vulnerable to cyberattacks, as the 2024 iSoon data
leak illustrated. Such incidents highlight how dependence on particular technology ecosystems can create
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systemic exposure. From a safeguards perspective, they also matter because insecure systems amplify the
harm of surveillance: data extracted unlawfully or retained excessively becomes easier to misuse or leak.

Against this background, Kazakhstan can strengthen the legal framework for digital surveillance
through a small set of priority measures: require prior judicial authorization for the most intrusive powers;
assign clear competence rules and independent oversight; set explicit limits on scope, duration and permissi-
ble methods; and adopt enforceable rules on storage, access, logging, deletion and, where compatible with
investigations, notification. These measures are aimed at improving legality and accountability, not at con-
straining lawful cybercrime enforcement.

Beyond legal design, alignment with international standards depends on routine “effectiveness-and-
rights” reviews of investigative powers, clear operational guidance and institutional capacity for oversight.
The objective is straightforward: evidence should be obtained in a manner that courts can trust and that indi-
viduals can contest when limits are exceeded.

Conclusions

This article examined the expanding digital investigative powers in the context of cybercrime and as-
sessed the safeguards required for privacy and human rights. A comparative analysis shows that digital evi-
dence may be lawfully obtained only when intrusive powers are matched by enforceable safeguards. Both
ECtHR and EU frameworks require prior independent authorization for intrusive measures, clear limits, ef-
fective oversight, strong data-handling requirements, and meaningful remedies. Without such safeguards,
privacy is threatened and the legitimacy of enforcement undermined.

Kazakhstan has initiated reforms to align more closely with these standards, including adopting the Dig-
ital Code and enhancing constitutional protections for personal data. Article 18 of the Constitution safe-
guards the privacy of correspondence and personal data, while the Digital Code (2026) clarifies the man-
agement of data, digital technologies, information systems, and cybersecurity. Chapter 7 of the Criminal
Code and Government Resolution No. 832 further delineate procedures for accessing digital data. Neverthe-
less, regulatory fragmentation and limited oversight continue to create legal uncertainty. To address this, Ka-
zakhstan should prioritize establishing specific, enforceable rules for independent authorization, oversight,
data retention and deletion, and accessible remedies based on ECtHR and EU benchmarks, ensuring clear
and actionable protections for digital investigations.

A key contribution of this analysis is the typology that categorizes investigative powers by their level of
intrusiveness and aligns each category with specific, actionable safeguards derived from ECtHR and EU
practice. This framework offers policymakers a practical method for calibrating protections to the risks asso-
ciated with different investigative measures.

As surveillance technologies evolve rapidly and operate across borders, legal frameworks require peri-
odic review and recalibration. For Kazakhstan, the primary recommendation is to develop and rigorously
implement a comprehensive system of independent authorization, clear procedures, and strong oversight
mechanisms for digital investigations. This is essential for translating international best practices into effec-
tive, practical safeguards that maintain the balance between security and rights protection.

Ultimately, robust safeguards are not obstacles but the foundation of lawful and effective evidence-
gathering, enabling sustainable cybercrime enforcement and fostering enduring public trust. As digital chal-
lenges accelerate, Kazakhstan’s commitment to strong legal and institutional protections will determine its
success in protecting both security and fundamental rights.
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. Oteren

KuoOepkbliImbIc icTepingeri un@pibIK 1djejaeMelepai nangajianyabiH
KYKBIKTBIK mekTepi: Eyponauabik ogak xoHe Kazakcran Pecny0inkacnl
TIKipUOECiHIe JKeKe oMipre KOJI CYKNayIbUIBIK KYKbIFbIH TAJay

KubepkpuiMbICTapABl Teprey OapFaH caiiblH JKeKe OMipli KypMeTTey KYKBIFbIHA eleyili KOJ CYFaThIH
mudpabIK Tacinmepre cyiieHeni. Makana KHOEpKBUIMBICTapAbl THIMAI Kajarajaysia dKeKe cajara KOl
CYFBUIMAYIIBUIBIKTBI CaKTai OTHIPHII, YHIECTipyre MyMKIHIK OepeTiH eH TOMEHTI iC JKYpri3y KemiJIiKTepiH
aHBIKTAHpl.  J[OKTPMHANBIK  JKOHE  CaJbICTHIPMAJBI-KYKBIKTBIK  Tajjay  apkeuiel  KasakcraH
PecnyOnukackiHIaFel WHBA3MBTI TEPrey MApaJIAPbIHBIH KYKBIKTHIK PEXHMI AllaM KYKBIKTapbl >KOHIHAET1
EyponanblKk COTTBIH TNpPakTUKAChl, EypOnanblK OJAKTBIH TajlanTapbl koHe Eypomanblk OJaKkka Mylie
JKEKeJIeTeH MEMJIEKETTEePHAiH ToXipuOeciMeH JKyHemi Typae CalbICTHIphUIaABl. TepT KeH TapaiFaH ofic
KapacTBIPBUIIBL: XabapiaManapIpl KOJFa TYcCipy, TpaduK IeH opHajacy IepeKTepiHe KON KETKi3y, CaHIbIK
KYPBUIFBIIapFa KAIIBIKTaH KOJI JKETKi3y JKOHE KOMMEPIHMSUIBIK IIIMTHOHABIK OarJapiaMaliblK jKacaKTaMaHbI
Kosmany. Tanmay KYKBIKTBIK HETi3/iH OVJIBIHFBIPIIBIFEI MEH OaKbLIAyIbIH JKETKUIIKCI3IIr KbIIMBICKA KapChl
mapanap/sl 0akplIay KypaijapblHa aifHaIIbIpyFa KaOlIeTTi eKeHAiriH kepcerei. KyKbIK KOIIaHyAbIH KeKe
eMipre KOJI CYFBUIMAyIIBUTBIK KYKBIFBIMEH YIJIECIMLTIT, KeM JIeTeH e, aj/[bIH aja TAyelci3 pyKcaT ajJyMeH,
TaKpIPBIIKA HAKTBl MIEKTEYJIep MEH Mep3iMAEPMEH, JEpeKTepPMEH IKYMBIC ICTEyIiH TeKCepileTiH
epexernepiMeH (cakray, KOl XKeTKi3y, Oepy, *O0I0), THIMII KaJaraiay »oHe ecell Oepy, Oyi1 Tepreyre Kayimn
TOHJIPMEHTIH 11apa asKTaJFaHHAH KeHiH TyJiFara xabapiay )oHe KOJDKETIMII KYKBIKTBIK KOpFay Kypajaapsl
apKpUIbl KamTamackl3 erineni. KopbithiHapina KasakcraH ymriH KYKBIKTHIK afKbIHABIK MEH KaJarajiayjbl
KYLIeiTeTiH, 6ipak Teprey aJeyeTiH cakTalThIH 0achiM pedopmarap YChIHbLUIAIbL.

Kinm co30ep: xubepkpuIMBbIC, Oakpliay, jKeKe ©Mip, HHTPY3WBTI IIapajap, MeTaaepeKTep, LU(PIBIK
nmonengeMenep, npomopunoHanaplk, EAKC, mpoueccyanablk KeHIIIKTep, KOMMEPLUSJIBIK IIMHOHJIBIK
Oargapiamarap.

. Yreren

IIpaBoBbIe npenesbl HCNOJIb30BAHUA HM(POBBIX 10KA3aTENLCTB 110 Je1aM
0 KnOeprnpecTynjeHusix: odecneyeHne NpaBa Ha HENMPHUKOCHOBEHHOCTh YaCTHOM
skn3HU B npakTuke EC u Pecmy0sinku Kazaxcran

PaccrnenoBanus kubepnpecTyIieHUH BCE Jallle ONMUParoTCs Ha WHBA3UBHbBIE LU(POBBIE METOABI, CIIOCOOHBIE
CYILECTBEHHO 3aTParuBaTh MPaBo Ha yBa)KEHHE YaCTHOM >ku3HHU. CTaThs ONpeAenseT MUHUMANIbHbIE MPOLEC-
CyaJIbHbIE TapaHTUH, ITO3BOJIIONIHNE codeTaTh d(PQEKTHBHOE MpecIeNoBaHle KHOepIpecTyIUIeHHi ¢ coOio-
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D. Utegen

JICHHEeM HETIPUKOCHOBEHHOCTH NPHUBAaTHOH cdepbl. Ha 0cHOBE JOKTPUHAIBHOIO M CPABHUTEILHO-IIPABOBOTO
aHanu3a MPOBOIMTCS COIMOCTABICHUE MpaBoBoro pexknMa PecmyOnuku Kasaxctan ¢ moaxomamu EBpomeii-
CKOToO Cyza I0 TpaBaM uelloBeKka U TpeboBaHUsIMU EBpornelickoro coro3a ¢ yuéToM NMpakTHK OTAENBHBIX TO-
cynapcTB — uieHoB EBpomnelickoro corsa. PaccmarpuBaroTcs 4eThlpe paclpoCTpaHEHHbIE TEXHUKH: Hepe-
XBaT COOOIICHNHT, TOCTYI K JaHHBIM TpaduKa U MECTOIIOIOKEeHUS, yIAIEHHBIN TOCTYII K IU(PPOBEIM YCTPOii-
CTBaM ¥ IPHMEHEHHE KOMMEPUYECKOro IIIMHOHCKOTO MporpaMMHOro obecredenns. Iloka3aHo, 4To pacIuIbIB-
YaThle TIPaBOBbIE OCHOBAHMUS M HEZOCTaTOYHBIH KOHTPOJIb CHOCOOHBI IIPEBpAIaTh MEphl OOPEOEI ¢ PeCcTyII-
HOCTBIO B MHCTPYMEHTHI HabmojeHus. COBMECTUMOCTh IIPABOIPHMEHEHUSI C NMPABOM HAa YAaCTHYIO >KU3Hb
obecrieqnBaeTcs, Kak MUHUMYM, IIPeABAapUTEIbHBIM HE3aBUCUMBIM CAaHKI[HOHUPOBAHUEM, YETKUMH IIpefiela-
MH MO MPEAMETY U CpOKaM, IIPOBEPSIEMBIMHU TPaBUIIaMU 00paIleHHs C JaHHBIMH (XpaHEHue, HOCTYII, Tepeaa-
Ya, yHUYTOXXCHHE), 3PHEKTUBHBIM HA30POM U OTUETHOCTHIO, yBEJOMJICHUEM JIMIIA MOCIE 3aBEPILCHHS Me-
PBI, KOTJa 3TO HE CTaBUT MOJ Yrpo3y paccieJOBaHUE, U JOCTYIHBIMU CPEJCTBaMU IIPaBOBOH 3amuThl. B 3a-
KJTIOYEHHE TpeIaraloTcs NPHOPUTETHBIE pedopMbl IS YCHIEHHS MPaBOBOH ONPENenEHHOCTH U KOHTPOIIS
IIPU COXPAHEHUU CIEJCTBEHHOIO IOTCHIIMAIA.

Kniouesvie crosa: xubepnpecTyIHOCTh; HAONIOICHNE; YACTHAS JKU3Hb, WHTPY3UBHBIC MEPHI, MCTaJlaHHBIC;
MUQpPOBEIC JOKa3aTelIbCTBA; MpomnopiroHankHOcTh;, ECIIY; mporeccyanbHble TapaHTHH; KOMMEpPUYECKOe
mnunoHckoe I10.
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