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Cyberbullying as a factor in driving minors to suicide:
criminal law and criminological analysis

The article examines cyberbullying against minors as a significant factor contributing to suicidal behavior in
the context of the digitalization of Kazakhstani society. The authors aim to identify the criminal law, crimino-
logical, and victimological characteristics of cyberbullying that lead children and adolescents to suicide, as-
sess the effectiveness of the current legal framework, and outline directions for improving legal responses.
The methodological framework of the study is based on dialectical and systemic approaches and includes
methods of analysis and synthesis, formal-legal and comparative-legal methods, statistical analysis of official
data, content analysis of judicial practice and media materials, as well as case studies of high-profile suicides
linked to online harassment. The findings indicate that the prevalence of suicides and suicide attempts among
minors in the Republic of Kazakhstan demonstrates the systemic nature of the problem and that cyberbullying
poses a qualitatively greater social threat than traditional bullying. The study establishes that the existing reg-
ulatory framework creates a multi-level model of protection; however, its implementation is hindered by
fragmented regulation, the high level of underreporting of cyberbullying, and weak law enforcement practic-
es. The authors argue for clarifying certain criminal offenses, developing interpretative guidance by higher
judicial authorities, strengthening preventive measures—including digital literacy programs and the develop-
ment of psychological support services for children—and enhancing interagency coordination. The article
concludes that effective counteraction to cyberbullying is possible only through a combination of repressive,
preventive, and educational mechanisms.

Keywords: cyberbullying, minors, driving to suicide, suicidal behavior, bullying, child rights, digital envi-
ronment, victimology, prevention.

Introduction

In contemporary scholarly literature, cyberbullying is rightly regarded as one of the most acute and so-
cially significant socio-psychological problems of the digital era, particularly in terms of its impact on the
mental well-being of minors and the formation of suicidal behavior. This phenomenon is not limited to iso-
lated acts of aggression; rather, it represents a systematic influence exerted within a virtual environment and
directed at the most vulnerable group of users—children and adolescents who are undergoing active personal
and emotional development. The advancement of information and communication technologies, along with
the widespread use of social networks and messaging platforms, has given rise to new forms of psychologi-
cal violence specific to the digital environment. In terms of interactivity, intensity of exposure, and destruc-
tive consequences, these forms often surpass traditional offline bullying.

A matter of particular concern is the growing frequency with which cyberbullying functions not merely
as a background factor but as a significant-and in many cases decisive-contributor to the development of au-
to-aggressive tendencies among minors, leading them to suicide or suicide attempts. Under such circum-
stances, an analysis of cyberbullying cannot be limited to a general psychological description of the phenom-
enon; it objectively requires a comprehensive criminal-law, criminological, and victimological examination.
A criminal-law approach makes it possible to determine the boundaries and forms of legal liability for such
conduct in the digital environment; a criminological approach reveals the causes, conditions, and patterns of
the spread of cyberbullying; and a victimological approach examines the characteristics of victim behavior
and the vulnerability of minor victims. The combination of these perspectives forms the theoretical basis

* Corresponding author. E-mail: hamudok@mail.ru

Cepus «[lMpaBo». 2026, 31, 1(121) 161


https://doi.org/10.31489/2026L1/161-173
mailto:hamudok@mail.ru
mailto:jubanovyedil@gmail.com
https://orcid.org/0009-0006-9238-5172
https://orcid.org/0009-0009-6306-8428
mailto:hamudok@mail.ru
https://orcid.org/0009-0006-9238-5172
https://orcid.org/0009-0009-6306-8428

B.B. Sarsenbayeva, Y.A. Jubanov

needed for developing effective preventive measures against cyberbullying and mitigating its suicidogenic
consequences.

In the theory and methodology of cyberbullying research, several fundamental conflicts persist. First,
there is a divergence between socio-psychological models—which interpret cyberbullying primarily as a
form of communicative deviance and a school-environmental phenomenon—and the criminal law approach,
which emphasizes criteria such as social danger, culpability, and the provability of a causal link to suicide.
Second, the scope of criminalization remains a subject of debate: while some scholars argue that existing
legal provisions (in particular, those related to incitement to suicide, insult, defamation, and violation of pri-
vacy) are sufficient, others stress the qualitatively distinct threat posed by digital harassment and the need for
more detailed regulatory frameworks. Third, at the level of evidentiary methodology, challenges arise in as-
sessing the “systematic” nature of online humiliation and in determining the contribution of each participant
in group harassment to the formation of a suicidal decision in an adolescent.

Practice also reveals a clear mismatch between regulatory provisions and the actual mechanisms of
protection. The high latency of cyberbullying, the absence of consistent and publicly documented judicial
practice in cases where online harassment is a significant factor in driving a person to suicide, as well as the
insufficient interagency coordination between schools, psychological services, and law enforcement
agencies, create a “response gap”. This gap is further exacerbated by the lack of unified statistics and
standardized criteria for classifying digital harassment in relation to suicidal outcomes.

Given the aforementioned issues, the purpose of this study is to identify the criminal law, criminologi-
cal, and victimological characteristics of cyberbullying that can act as a contributing factor in driving minors
to suicide. It also aims to assess the adequacy and effectiveness of the current legal framework and to devel-
op proposals for its improvement. To achieve this goal, the following objectives are pursued:

1) to analyse the scale and dynamics of suicidal behaviour among minors in the Republic of Kazakhstan
for 2023-2025, highlighting consistent trends (the ratio of completed suicides to attempts, signs of risk trans-
formation);

2) to reveal the criminological significance of cyberbullying as a factor in suicide risk among children
and adolescents, identifying its place among other causes (family, school, individual psychological and so-
cial);

3) to identify the causes and conditions for the spread of cyberbullying at the macro, meso and micro
levels, including the role of digitalisation, the lack of digital competence among adults, institutional gaps in
response and the age characteristics of adolescents;

4) to conduct a criminal law analysis of Article 105 of the Criminal Code of the Republic of Kazakhstan
in the context of cyberbullying as a means of driving someone to suicide, revealing the content of objective
and subjective signs, as well as aggravating circumstances;

5) to distinguish between criminal and administrative responses. Compare the application of Article 105
of the Criminal Code of the Republic of Kazakhstan with the provisions on bullying/cyberbullying in special
legislation and Article 127-2 of the Code of Administrative Offences of the Republic of Kazakhstan, and de-
termine the criteria for the transition from formal composition to criminal liability;

6) to formulate practical recommendations for improving interagency responses.

The authors’ position in reviewing the literature is that productive research into cyberbullying as a fac-
tor in driving minors to suicide is only possible through interdisciplinary synthesis. On the one hand, purely
psychological explanations cannot be taken as absolute, ignoring the legal construct of responsibility and the
requirements of provability. On the other hand, formal-normative analysis without taking into account the
digital specifics of bullying, the adolescent environment, and the mechanisms of victimization leads to an
underestimation of the real public danger. In our opinion, it is the combination of criminal law analysis with
criminological and victimological data that allows us to identify gaps in regulation, determine areas for
strengthening prevention, and propose a more realistic model for protecting minors in the digital environ-
ment.

Methods and materials

To achieve the stated aim and to address the formulated tasks, a combined methodology was employed,
based on the interpenetration of general scientific and specialized legal methods. The dialectical approach
ensured the consideration of cyberbullying in dynamics and in relation to changes in digital communication,
the adolescent environment, and mechanisms of legal response; it made it possible to identify and conceptu-
ally explain the contradictions between the normative protection model and its actual implementation. The
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systemic approach was used to construct a holistic view of the multi-level protection of minors (criminal-
law, administrative-law, and preventive instruments) and to analyze their interactions, including problems of
regulatory fragmentation and interagency coordination.

Methods of analysis and synthesis, as well as induction and deduction, were employed to clarify the
conceptual framework and to operationalize the key features of cyberbullying (systematic nature, aim to hu-
miliate, publicity, and use of information and communication technologies), to identify typical forms of
online harassment, and to derive generalizations from particular empirical observations. The formal-legal
method and the techniques of legal interpretation (grammatical, systematic, and teleological) allowed reveal-
ing the content and limits of applicability of existing norms, formulating legally significant criteria for dis-
tinguishing administrative liability for bullying and cyberbullying, and criminal liability for instiga-
tion/abetment to suicide, as well as delineating the legal-technical characteristics of offense constructions
and qualifying signs. The comparative-law method was used to juxtapose approaches to regulating
cyberbullying and responses to suicide-linked forms of online harassment reflected in contemporary scien-
tific literature and enforcement-oriented guidelines; this enabled clarifying directions for improving the na-
tional model and avoiding the mixing of “definitional” and “qualifying” criteria.

The statistical method was implemented as a secondary analysis of official data and used to describe the
dynamics of suicidal behavior among minors and to substantiate the systemic nature of the problem. Content
analysis of materials from open sources and media publications was applied to identify recurring
cyberbullying scenarios, typologies of aggressive practices, and typical evidentiary difficulties (identification
of participants, documentation/retention of digital traces, establishing causal links). Qualitative case-study
analysis allowed reconstructing the mechanism of suicidogenic escalation in high-profile situations and link-
ing the identified regularities to the requirements of criminal-law evaluation and practical preventive tasks.

The materials of the study included:

1) normative legal acts of the Republic of Kazakhstan relevant to criminal- and administrative-law as-
sessment of cyberbullying and to the protection of children’s rights in the digital environment;

2) doctrinal sources on the problem of instigation/abetment to suicide, ICT-enabled crimes,
victimology, and child online safety;

3) empirically gathered materials specifically selected by the authors for the preparation of the present
article.

The latter encompassed official statistical data on minors’ suicidal behavior and related indicators (data
from the Committee on Legal Statistics and Special Registers of the General Prosecutor’s Office of the Re-
public of Kazakhstan for 2023-2024 and information disclosed by the Ministry of Internal Affairs of the Re-
public of Kazakhstan for January—September 2025), a corpus of media reports and open internet sources on
cyberbullying cases, positions of authorized bodies and public reactions, and a set of cases of high-profile
situations used as qualitative exemplars for analysis (including events covered in Almaty in September 2024
and September 2025). The triangulation of these material groups enabled: the statistical data to substantiate
the scale of the problem; the normative analysis to delineate the boundaries of legal qualification and the
“ladder” of response; and content- and case-analysis to demonstrate the mechanisms of escalation of online
harassment and practical obstacles to law enforcement.

Results

The research has yielded results that allow for a more precise understanding of the suicide risk potential
of cyberbullying towards minors and the identification of legal enforcement “bottlenecks” in its criminal law
assessment. Based on the triangulation of sources (official statistics, normative analysis, content and case
analysis of publicly available materials), the systemic nature of the issue and the reproducibility of typical
scenarios of digital harassment leading to psychotraumatizing escalation have been confirmed.

In accordance with the objectives of the study, the criminal law, criminological, and victimological fea-
tures of cyberbullying as a factor contributing to the suicide of minors were identified and summarized. This
was done based on the triangulation of statistical data, content analysis of open sources, and case studies of
high-profile situations.

It was found that the dynamics of suicidal behavior among minors in Kazakhstan remains at a high level
of tension: while the number of completed suicides in 2024 decreased compared to 2023, there was an in-
crease in suicide attempts, which reflects not a “reduction” of the problem, but its transformation towards a
wider group of children and adolescents at sustained suicide risk. Additionally, it was shown that for the pe-
riod from January to September 2025, the combined statistics on completed suicides and attempts remain
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high, with the number of completed suicides nearing the total annual level of 2024, indicating a risk of unfa-
vorable final dynamics.

A qualitative analysis of high-profile cases allowed for the reconstruction of a typical mechanism of
suicidogenic escalation in online harassment: the duration and systematic nature of the impact, the public
humiliation, and the involvement of a wider audience form a state of chronic psychotraumatic pressure on
the victim that “does not switch off” when the physical space changes. Based on materials from situations in
Almaty, it was demonstrated that cyberbullying is not an abstract backdrop, but a sequential chain of humili-
ating actions (distribution of compromising materials, offensive comments, derogatory messages), with the
perpetrators being either the immediate social circle (peers) or external participants in digital communica-
tion, which exacerbates the sense of “hopelessness” and social maladjustment.

The systematization of the characteristics of cyberbullying confirmed its qualitatively increased social
danger compared to offline bullying. It was recorded that the “amplifiers of harm” are: anonymity/pseudo-
anonymity of the aggressor, 24/7 impact, virtually unlimited audience of observers, and the durability (re-
producibility) of digital content; collectively, they create a constant psychological pressure and hinder the
rapid cessation of victimization.

The multilevel nature of the causes and conditions for the spread of cyberbullying was uncovered: at the
macro level, the digitalization and widespread availability of online services as a socialization environment;
at the meso level, the lack of digital competence among adults and the weakness of response procedures in
schools and inter-agency frameworks; at the micro level, age dependency on peer judgment and intensified
competition for “digital status”.

Additionally, it was found that the architecture of platforms (ease of account creation, engagement algo-
rithms, and “crowd effect”) contributes to the normalization of participation in harassment and the blurring
of individual responsibility, which increases the repeatability and “collective” nature of online aggression.

In the criminal law section, it was established that the use of telecommunication networks in the context
of bringing someone to suicide (Article 105 of the Criminal Code of Kazakhstan) should not be regarded
merely as a formal “technical shell”, but as a means of committing the act, in which the digital channel sig-
nificantly influences the creation of a psychotraumatic situation. It was shown that for qualification, it is im-
portant to establish the role of digital actions in creating an unbearable situation, including when there is a
combination of online and offline impact.

A distinction was made between criminal and administrative approaches to response: the administrative
offense of bullying and cyberbullying is formal in nature and does not require the occurrence of severe con-
sequences, whereas criminal law evaluation under Article 105 of the Criminal Code of Kazakhstan requires
proof of the result and causality, as well as other object-oriented protection targets.

Finally, key practical barriers to law enforcement were identified: anonymity and the collective nature
of cyberbullying complicate the identification of participants and the individualization of each person’s con-
tribution, increasing the requirements for the operational preservation of digital data and correct documenta-
tion of electronic evidence. In total, the findings confirm the conclusions drawn.

Discussion

The scale of suicidal behavior among minors in the Republic of Kazakhstan highlights the acute nature
of the issue under consideration. According to data from the Committee on Legal Statistics and Special Rec-
ords of the General Prosecutor’s Office of the Republic of Kazakhstan, in 2023, a total of 204 completed sui-
cides and 376 suicide attempts among minors were registered, while in 2024, 175 cases of completed sui-
cides and 453 attempts were recorded. Thus, against the backdrop of a reduction in the number of completed
suicides by approximately 14-15 % compared to 2023, there is a nearly 20 % increase in suicide attempts,
indicating not so much a mitigation of the problem, but its transformation and the continued high level of
suicide risk in the child and adolescent environment [1].

Preliminary data from the Ministry of Internal Affairs of the Republic of Kazakhstan show that for Jan-
uary—September 2025, 432 suicidal cases among minors were registered, including 139 completed suicides
and 293 attempts. Even with the incomplete reporting period, it is evident that the number of completed sui-
cides in the first nine months of 2025 has nearly reached the total for 2024 (175), and the total number of
suicide attempts and completions remains high, indicating the persistence of an extremely tense situation and
the risk of further increases by the end of the year [2]. These statistical data suggest that suicidal behavior
among minors is a systemic issue and call for immediate, comprehensive, and inter-agency responses from
the state and civil society institutions.

164 BecTHuK KaparaHguHckoro yHuBepcuTeTa



Cyberbullying as a factor in driving minors to suicide:...

An illustration of the tragic consequences of cyberbullying is a high-profile case that occurred in Sep-
tember 2024 in the city of Almaty, when two minor girls committed suicide by jumping from the roof of a
nine-story building. According to law enforcement agencies, one of the key factors contributing to the tragic
outcome was prolonged and systematic harassment on social media, including the dissemination of compro-
mising materials, offensive comments, and derogatory messages. The investigation revealed that the minors
had been subjected to cyberbullying for several months, with both classmates and unfamiliar social media
users acting as aggressors, thereby creating a persistent atmosphere of constant psychological pressure and
social maladjustment [3]. Another case of bullying and suicidal behavior among minors, which caused a
wide public outcry in Almaty in September 2025, involves the death of a schoolgirl, which law enforcement
classified as suicide. According to media reports, the death occurred at one of the city’s schools. One of the
versions, voiced in the public domain, suggests that the decisive factor in the girl’s suicide could have been
harassment by a parent on social media and by representatives of the school administration [4].

Cyberbullying as a form of psychological violence possesses a set of specific characteristics that signif-
icantly increase its social danger compared to traditional forms of bullying. Among these features are the
anonymity or pseudo-anonymity of the aggressor; the possibility of continuous (round-the-clock) exposure to
the victim; an almost unlimited size and composition of the audience witnessing acts of humiliation; and the
high persistence and replicability of compromising content in the digital environment. Taken together, these
factors create conditions for constant and difficult-to-mitigate psychological pressure on a minor. Unlike
classical bullying, which is typically confined to the physical space of an educational institution or other or-
ganization and bounded by time, cyberbullying follows the victim everywhere, penetrating their personal
space through mobile devices, social networks, and various online platforms.

The causes and conditions facilitating the spread of cyberbullying among adolescents are multi-level in
nature and encompass both macro-social and micro-environmental factors. At the macro level, a key role is
played by the rapid digitalization of society, accompanied by the near-ubiquitous availability of smartphones
and mobile internet. For a significant proportion of minors, the online space becomes not merely a supple-
ment to offline life, but an independent realm of social activity where identity, status, and group affiliation
are formed. Under these conditions, any conflicts, competition for attention and recognition, as well as stere-
otypes and prejudices, are readily transferred into the digital environment, where they gain additional poten-
tial for scaling and amplification.

At the meso-level (encompassing family and educational institutions), significant factors include a defi-
cit in digital literacy among adults and an intergenerational gap in understanding the nature of online com-
munication. Parents and educators frequently underestimate the intensity and psychological significance of
interactions on social networks, perceiving online conflicts as “trivial” or “virtual” and, consequently, not
warranting intervention. This creates fertile ground for the latent existence of cyberbullying: aggression can
develop over an extended period without formal documentation or the activation of protective mechanisms.
An additional contributing condition is the insufficient development of intra-school and interdepartmental
procedures for responding to reports of online harassment, where responsibility for the “digital sphere” be-
comes diffused among various entities tasked with prevention.

At the micro-level, the specific characteristics of adolescence play a crucial role: high dependence on
peer evaluation, the need for recognition and group belonging, and heightened emotional reactivity. The digi-
tal environment, built upon likes, comments, and the public display of personal information, amplifies the
significance of symbolic “popularity capital” and fosters competitive, and at times, aggressive behavior. Fur-
thermore, adolescents often lack sufficient self-regulation and critical thinking skills to resist group pressure
or assess the long-term consequences of their digital actions (e.g., posting, sharing, participating in harass-
ment).

Separately, it is necessary to highlight the patterns of cyberbullying proliferation associated with the
technical and communicative features of online platforms. Firstly, anonymity and pseudo-anonymity, cou-
pled with the ability to quickly create and delete accounts, foster a sense of impunity and diminished respon-
sibility in the aggressor. Secondly, the recommendation algorithms and “feeds” of social networks, designed
to maximize user engagement, indirectly promote the circulation of conflictual and provocative content, as it
frequently elicits emotional responses and generates user activity. Thirdly, the “online mob effect” and the
diffusion of individual responsibility in group chats and communities lead participants in harassment to un-
derestimate their own contribution to causing harm to the victim.

Finally, among the significant contributing conditions is the low likelihood of prompt legal response
and adolescents’ poor awareness of the potential legal consequences of online aggression. The absence of
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clear signals to participants about the boundaries of permissible behavior, the rarity of actual cases holding
individuals accountable for cyberbullying, and the complexities of evidence collection foster a persistent
perception of the “invisibility” and impunity of digital violence. Collectively, these causes and conditions not
only facilitate the widespread prevalence of cyberbullying but also entrench it as a relatively stable practice
of adolescent interaction. This underscores the particular importance of criminal and administrative legal
assessments of such acts, which will be examined next.

The criminal legal assessment of cyberbullying in the context of instigation to suicide is indeed charac-
terized by a high degree of complexity. This stems from both the specific nature of the actus reus of the rele-
vant acts and the particularities of the digital environment in which they are committed. In the current crimi-
nal legislation of the Republic of Kazakhstan, the primary norm is Article 105 of the Criminal Code of the
Republic of Kazakhstan, which establishes liability for driving a person to suicide or to an attempted suicide
through threats, cruel treatment, or systematic humiliation of the victim’s human dignity [5]. Thus, the legis-
lator proceeds from the premise that persistent, repeated psychological pressure, expressed as harassment and
degradation of the individual, can serve as the direct cause for the formation and realization of suicidal inten-
tions in the victim.

Part Two of Article 105 of the Criminal Code of the Republic of Kazakhstan establishes a qualifying
feature consisting of the commission of the aforementioned acts using telecommunications networks, includ-
ing the Internet [5]. Through this provision, the legislator explicitly acknowledges that the digital environ-
ment (social networks, messengers, online platforms) is not merely a space for communication but also a
channel for the perpetration of systematic psychological violence in the form of cyberbullying. The use of
information and communication technologies significantly transforms the nature of the socially dangerous
act: the audience expands, the intensity of the impact increases, and the victim’s ability to “escape” the trau-
matizing interaction diminishes. Establishing a punishment in the form of restriction of liberty or imprison-
ment for up to five years reflects an increased assessment of the public danger posed by such forms of insti-
gation to suicide, where the aggressive behavior of “digital stalkers” is carried out publicly, replicated, pre-
served in the online space, and can be reproduced repeatedly.

The especially qualified offense, enshrined in Part Three of Article 105 of the Criminal Code of the Re-
public of Kazakhstan, stipulates enhanced liability for similar acts committed against a minor—in the form
of imprisonment for a term of five to nine years [5]. This legislative construction is based on the recognition
of the heightened victimization of minors, their psychological and social immaturity, as well as their high
dependence on the opinions of their reference group. In the digital environment, a minor subjected to sys-
tematic online harassment finds themselves in a situation where traumatizing information pursues them re-
gardless of time and space, accompanying virtually any online activity. This amplifies the risk of developing
depressive states, feelings of hopelessness, and, consequently, suicidal actions.

An analysis of related regulatory acts governing the protection of children from violence and harmful
information is crucial for understanding the place of cyberbullying within the system of Kazakhstan’s legis-
lation. The Law of the Republic of Kazakhstan “On the Rights of the Child in the Republic of Kazakhstan”
was amended, as per the Law of the Republic of Kazakhstan dated May 3, 2022, No. 118-VII LRK, to in-
clude a legal definition of child bullying as systematic actions (or inaction) aimed at humiliating honor and
dignity, and instilling feelings of fear, tension, or oppression, including through the use of information and
communication technologies [5; 6]. Thus, at the level of a special law, a foundational definition of bullying
is established, encompassing both traditional and digital forms of violence.

Concurrently, the Code of the Republic of Kazakhstan on Administrative Offenses provides for liability
for bullying and cyberbullying in the form of administrative penalties. This creates a kind of “legal response
ladder”: from pedagogical and educational measures, to administrative sanctions, and, in the most severe
cases with a proven causal link to instigation to suicide, to criminal liability under Article 105 of the Crimi-
nal Code of the Republic of Kazakhstan [6]. This model essentially reflects the principle of a differentiated
response based on the severity of the consequences and the degree of social danger posed by the behavior.

International experience shows that when pursuing a similar goal (protecting minors from psychological
abuse), the focus of regulation often shifts from post-factum classification and punishment to preventive ob-
ligations of platforms, rapid “civil law” termination of harm (takedown/restraining orders) and procedural
guarantees that make it easier for victims to go to court.

In recent years, the European Union and the United Kingdom have been strengthening a risk-based
model of service liability. Thus, the pan-European approach under the Digital Services Act is based on the
need to reduce risks to users, including the risks of online harassment and bullying, through notification,
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moderation and risk assessment mechanisms, and in relation to minors, through “safety by design” and spe-
cial measures to protect children [7]. The British Online Safety Act establishes a system of regulated respon-
sibilities for online services, including risk assessment and measures to reduce the spread of illegal content
and content that could harm children; a key feature is the institutionalisation of oversight and subsequent en-
forcement by the regulator (Ofcom) [8]. Compared to Kazakhstan’s “ladder”, this is a different regulatory
focus: not only the responsibility of the specific aggressor, but also the obligation of the environment (plat-
form) to manage the risk of systemic reproduction of bullying through the architecture of the service.

Australia demonstrates a separate model, where, along with criminal and administrative mechanisms, an
extrajudicial (administrative-regulatory) framework for the rapid cessation of harm has been developed. A
practically significant element is the activity of the eSafety Commissioner, who reviews complaints and en-
sures measures to stop/remove harmful content, including cyberbullying of children and other forms of
online abuse [9]. The comparative legal conclusion here is that the effectiveness of protecting minors in-
creases when the system has a “fast channel” for stopping digital impact before it accumulates a critical
psychotraumatic mass, — that is, when the law works not only as a reaction to the consequences that have
already occurred, but also as a tool for quickly breaking traumatic communication.

The New Zealand approach (Harmful Digital Communications Act 2015) is interesting in that it com-
bines civil law remedies (court orders to cease distribution/remove material, other restrictions) and criminal
liability in cases of significant harm [10]. Thus, the “middle ground” between prevention and criminal prose-
cution is filled by a legally formalised mechanism for rapid judicial intervention aimed at preventing further
damage.

The approach of the Supreme Court of Canada in the case of A.B. v. Bragg Communications Inc. (2012
SCC 46), which arose from a situation of online bullying of a teenager (creation of a fake profile and humili-
ating posts), is indicative. The court allowed procedural anonymity for the minor applicant, noting that pub-
lic disclosure of the child’s identity could exacerbate the harm and effectively prevent the victim from ac-
cessing justice; in doing so, the judicial system recognised the need for special procedural safeguards for
children who are victims of cyberbullying when seeking legal protection [11]. For the Kazakhstani context,
this case is valuable not for the “transfer” of the result, but for the logic: protecting children in the digital en-
vironment requires not only substantive law (criminal/administrative) norms, but also procedural decisions
that reduce secondary victimisation and increase the actual availability of protection.

Within criminal law doctrine, it has been repeatedly emphasized that instigation to suicide constitutes a
complex, multi-factorial phenomenon in which external unlawful influence intertwines with the individual
psychological characteristics of the victim, their life situation, and prior traumatic experiences.
N.A. Safonova, examining the social and criminal legal aspects of instigation to suicide, correctly notes that
to deem an act socially dangerous and criminally punishable, it is necessary to prove precisely the causal link
between systematic psychological violence and the victim’s decision to commit suicide, not merely the exist-
ence of an adverse emotional context [12]. In her interpretation, instigation to suicide represents the “final
link” in a prolonged conflict, in which the perpetrator of psychological violence consciously, or at the very
least negligently, creates an unbearable environment for the victim [12; 18-20].

The above-mentioned approach becomes particularly significant when applied to cyberbullying, where
the form and intensity of the impact are qualitatively different. P.l. Fetisov, analyzing crimes against the in-
dividual committed through the use of information and telecommunication technologies (including the Inter-
net), emphasizes that the virtual environment in many cases “straightens” the causal links between aggres-
sive behavior and its consequences, since information becomes widespread, easily replicated, and almost
impossible to fully remove. In his view, digital communication amplifies the asymmetry between the aggres-
sor and the victim: the former often relies on perceived anonymity and impunity, whereas the latter finds
themselves in a state of constant “information harassment” [13; 119-120].

Particular attention to the interrelation between cyberbullying and the instigation to suicide among mi-
nors is paid in works dedicated to analyzing internet communities and suicidal online practices. For instance,
A.M. Bychkova and E.L. Radnaeva, investigating instigation to suicide via internet technologies, demon-
strate how cyberbullying, encompassing elements of public humiliation, dissemination of compromising in-
formation, and the establishment of toxic group norms, can serve not only as a risk factor but as the immedi-
ate trigger for suicidal behavior among adolescents. According to their observations, specific subcultures
form in virtual space where suicidal practices are romanticized or normalized, and cyberbullying becomes a
mechanism for “pushing” the most vulnerable participants beyond the boundaries of the social communi-
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ty [14; 103-105]. In such cases, instigation to suicide acquires characteristics of collective activity, imple-
mented by multiple actors through network platforms.

Kazakhstan’s legal and criminological scholarship in recent years has also increasingly addressed the
issue of cyberbullying and its connection to suicidal behavior among minors. In a comparative legal analysis
of legislation aimed at counteracting cyberbullying among school-age children, A.A. Nukesheva and co-
authors highlight a rise in bullying cases, including those involving digital technologies, and note that the
lack of unified statistics and a consistent definition complicates both the assessment of the scale of the phe-
nomenon and the criminological analysis of the causes of suicide among minors. The researchers emphasize
that cyberbullying differs from traditional school bullying primarily in the “totality” of its impact: digital at-
tacks accompany a child regardless of their physical location—at home, at school, or in public spaces [15;
249-252]. In such circumstances, any offensive message, meme, photograph, or video is reproduced repeat-
edly, “locking” the adolescent into the role of the victim and intensifying feelings of hopelessness.

From the perspective of protecting children’s rights in the digital environment, an interdisciplinary ap-
proach combining criminal-law, administrative, and information-law mechanisms is essential.
K. Zhumabekova and her co-authors, analyzing the current state and prospects of ensuring online safety for
children in Kazakhstan, demonstrate that the spread of harmful content-including materials promoting sui-
cide, hate, and discrimination-requires the state not only to criminalize the most dangerous forms of
cyberbullying but also to implement preventive mechanisms, ranging from digital literacy educational pro-
grams to specific obligations for internet platforms to respond promptly to complaints. The authors empha-
size that many children subjected to cyberbullying do not report incidents to adults and thus remain effec-
tively “invisible” to the protection system, increasing the risk of latent cases of inducement to suicide [16;
10-12].

However, within the doctrine of criminal and administrative law, debates persist regarding the necessity
of establishing cyberbullying as an independent criminal offense. D.A. Karanova, analyzing the socio-legal
assessment of cyberbullying, proceeds from the premise that, to date, a significant portion of cyberbullying
manifestations are already covered by existing norms of criminal and administrative legislation (insult, def-
amation, violation of privacy, instigation to suicide, incitement to suicide, etc.). Therefore, the problem lies
not so much in the absence of a specific norm but in the insufficient effectiveness of law enforcement and
prevention [17; 120-122]. In other words, the criminalization of cyberbullying as an independent offense
could lead to duplication of existing norms and complicate legal qualification, whereas the emphasis should
be placed on clarifying the elements of existing offenses and developing judicial practice.

On the other hand, the position of proponents of more detailed criminal legal regulation of
cyberbullying relies on an important practical argument: the digital environment paradoxically both ampli-
fies the harm and facilitates the documentation of the humiliation mechanism itself. Unlike offline bullying,
where a significant portion of incidents remain “without witnesses” or are only reproduced in subjective tes-
timonies, online aggression leaves persistent digital traces. Screenshots, correspondence, voice messages,
publications, edit histories, timestamps, connection data, and other elements of the digital footprint allow for
the reconstruction of the dynamics of pressure on the victim and the escalation of threats. This, according to
advocates of this approach, potentially enhances the provability of the causal link between systematic humil-
iation online and the formation of suicidal intentions, thereby shifting the problem from the realm of conjec-
ture to a more verifiable plane of analysis.

In substance, the qualifying feature in Part 2 of Article 105 of the Criminal Code of the RK—*by means
of using telecommunications networks, informatization objects, including the Internet”—reflects not a
change in the object of the offense but a specific method of committing the act. It refers to the fact that
threats, cruel treatment, or systematic humiliation of human dignity are carried out predominantly through
remote communication channels: mobile and landline telephony, messengers, social networks, gaming plat-
forms, email, specialized online services. The inclusion of “informatization objects” in the feature’s formula-
tion allows coverage of not only interpersonal communication but also situations where traumatizing infor-
mation is placed in information systems (databases, websites, educational platforms), access to which for the
victim and their significant audience is provided in real time.

A significant position holds that for recognizing this qualifying feature, it is sufficient not that the form
is purely digital, but that it is established that the use of telecommunications networks played a substantial
role in forming the psychotraumatic environment unbearable for the victim. In practice, this means that a
combination of offline and online impact does not preclude qualification under Part 2 of Article 105 of the
Criminal Code of the RK, if the totality of digital actions (publications, messages, “leaks” of personal data,
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etc.) constitutes an independent, significant component of psychological violence, closely connected with the
resulting outcome.

This qualifying feature must be clearly distinguished from the administrative legal concept of
“cyberbullying” enshrined in Article 127-2 of the Code of Administrative Offenses of the RK as a form of
bullying a minor. Firstly, the administrative offense is formal in nature: bullying (bullying, cyberbullying)
entails liability regardless of the occurrence of grave consequences, including irrespective of suicide at-
tempts. Secondly, its object is the rights and legal interests of the child, the honor and dignity of a minor,
whereas Article 105 of the Criminal Code of the RK primarily protects life, as well as the mental health of an
individual as an element of a broader personal status. Thirdly, the administrative feature “cyberbullying”
structurally describes the phenomenon of bullying itself (repetitiveness, intent to humiliate, creation of fear
and oppression), whereas the criminal legal feature “by means of using telecommunications networks...”
merely indicates the technological channel for implementing already-known forms of psychological violence
(threats, cruel treatment, systematic humiliation) [18].

Hence, the spheres of application are delineated. In the absence of a proven causal link between
cyberbullying and instigation to suicide or an attempted suicide, law enforcement must limit itself to
measures of administrative and educational impact under Article 127-2 of the Code of Administrative Of-
fenses of the RK and related norms. Only in cases where the fact of suicide (attempt) is established, and it is
proven that precisely systematic psychological violence, also implemented through digital channels, was the
immediate cause for the formation of the suicidal decision, does the basis arise for qualification under Article
105 of the Criminal Code of the RK, taking into account the considered qualifying feature.

However, the very features of the digital environment also create new obstacles for effective proof.
Cyberbullying is often carried out anonymously or semi-anonymously, and collectively—via group chats,
closed communities, temporary accounts, coordinated “raids”, and the distribution of roles among multiple
participants. This complicates not only the identification of the perpetrator but also the assessment of each
individual’s contribution to the overall traumatic impact. A proper legal evaluation must take into account
the dynamics of group interactions online, where the severity of harm can result from a cumulative effect of
numerous messages and actions by different individuals, and where the “organizer” or most active partici-
pant is not always obvious upon a surface-level examination of the content. This highlights the need for spe-
cial procedural and forensic tools: timely preservation of digital data, proper documentation of electronic
evidence, retrieval of information from platforms and service providers, and the delineation of each partici-
pant’s role within the context of a coordinated campaign of abuse.

In this context, the qualifying element “committed using telecommunications networks” in Part 2 of Ar-
ticle 105 of the Criminal Code of the Republic of Kazakhstan should be understood not merely as a formal
reference to a technical channel, but as reflecting a qualitatively different level of social danger of the act.
Rather, it should be seen as a normative recognition of a qualitatively distinct public danger. Digital forms of
humiliation are characterized by the rapid and wide dissemination of information, the extended “lifespan” of
harmful content, the difficulty of complete deletion, and the ongoing psychological harm caused by repeated
exposure to such materials. These factors can intensify the victim’s distress, broaden the audience of wit-
nesses, and create an effect of constant public stigmatization. Therefore, this qualifying element should logi-
cally be understood as the legislature’s acknowledgment of the distinct criminological nature of online vio-
lence and the need for more refined legal mechanisms to protect individuals in the digital environment.

Conclusion

Based on the results of the conducted research, it can be concluded that cyberbullying and the associat-
ed risks of suicidal behavior among minors constitute a complex interdisciplinary issue, lying at the intersec-
tion of the digital environment, mental health, and criminal law protection of individuals. The facts estab-
lished in this study and the patterns identified reveal that digital communication not only transposes tradi-
tional bullying into the online space but also qualitatively transforms it, amplifying the scale of its impact,
lowering the barriers for aggression, and complicating early detection and response mechanisms. In these
conditions, the coherence of preventive, institutional, and legal measures becomes particularly significant, as
well as the precise assessment of causal links in situations where external psychological violence is integrat-
ed into the multifactorial structure of suicidal risk.

Building on the aforementioned, the following conclusions can be formulated:

1. Cyberbullying constitutes an autonomous, more dangerous form of psychological violence compared
to traditional bullying. Its specificity is conditioned by the aggressor’s anonymity (pseudo-anonymity),
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around-the-clock exposure, unlimited audience of observers, and high resilience of digital content. Collec-
tively, these properties qualitatively intensify the social danger of the act and the potential to cause severe
psychological harm to a minor.

2. The causes and conditions of the spread of cyberbullying have a multi-level structure. At the macro
level, digitalization and ubiquitous access to online services transform the network into a key space of ado-
lescent socialization. At the meso level, significant factors include a deficit of digital competence among
parents and teachers, generational gaps, and weakness of institutional response mechanisms. At the micro
level, age-related emotional instability, reliance on peer opinion, and competition for “digital status”, ampli-
fied by the logic of social networks, play a crucial role.

3. The patterns of cyberbullying dissemination are largely determined by the architecture of online plat-
forms. Anonymity, ease of creating/deleting accounts, recommendation algorithms that encourage conflict
content, and the “online mob” effect lead to the blurring of individual responsibility and normalize participa-
tion in harassment. This reinforces cyberbullying as a widespread practice of adolescent interaction.

4. Statistical data on suicidal behavior among minors in the Republic of Kazakhstan permit speaking
about a systemic nature of the problem. The dynamics of completed suicides and attempts in 2023-2025
demonstrate a combination of a decline in completed cases with a rise in attempts, indicating not a softening
of the phenomenon but its transformation and a persistently high level of suicide risk in the child—adolescent
milieu. At the same time, the digital environment acts as an important risk factor and channel of victimiza-
tion, enhancing the vulnerability of minors.

5. The act of driving to suicide in the conditions of the digital environment retains a multifactorial
character. Cyberbullying cannot be regarded as the sole cause of suicidal behavior; however, in a number of
cases it becomes a central link in a complex causal chain in which external psychological violence is super-
imposed on the individual characteristics of the child, family conflicts, school difficulties, and prior trauma
experiences.

6. Criminal-legal regulation in Kazakhstan is founded on a multi-level protection framework. Article
105 of the Criminal Code of the Republic of Kazakhstan establishes the basic liability for incitement to sui-
cide; Part 2 and Part 3 delineate aggravated forms, including those involving telecommunication networks
and those affecting a minor. The interconnected provisions of the Law on the Rights of the Child and Article
127-2 of the Code of Administrative Offences constitute a “ladder” of responses—from educational and ad-
ministrative measures to criminal liability in the most severe cases.

7. The effectiveness of counteracting cyberbullying in the law enforcement practice of the Republic of
Kazakhstan should be assessed and ensured not primarily through the intensification of sanctions but by im-
plementing a standardized operational framework for the cessation and documentation of digital impacts. It
is substantiated that the introduction of an interagency response algorithm, functioning within 24-48 hours,
which includes mandatory registration of complaints, immediate preservation of digital evidence, prompt
implementation of provisional measures to cease harmful communication through interaction with platforms
and service providers, as well as the parallel provision of psychological support to the minor, effectively re-
duces the risk of escalation of bullying, enhances the provability of legally significant facts, and minimizes
secondary victimization. Thus, this algorithm should be regarded as an essential organizational and legal
standard that bridges prevention with subsequent administrative and criminal law procedures.

Finally, in our opinion, the further development of scientific research in the areas of cyberbullying and
suicidal behavior among minors is not an optional but a necessary prerequisite for formulating a balanced
state policy. Kazakhstan faces trends similar to global patterns but possesses its own socio-cultural specifics,
which shape the perception of bullying, the structure of adolescent communities, and the mechanisms for
seeking assistance.
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Bb.b. Capcenbaesa, E.A. [I)xy0aHoB
KuOepOyniMHr kameJsieTke TOJIMAaFraHIApPAbI 63-63iHe KOJI KyMcayFa HTepMeJIelTiH
(daxTop peTiHe: KbUIMBICTBIK-KYKBIKTBIK K9He KPUMUHOJIOTUSJIBIK TAJay

Makanaga KasakcraH KOFaMBIHBIH LHUGPIAaHybl JKaFiailbIHAA KSMEJETKE TOJIMaraHIapFa KaTBICTBI
KHOEpOYJUTHHITIH CYHUUUATIK MiHE3-KYJIBIKTBIH KaJbINTaCyblHA BIKMAI €TeTiH MaHb3Ibl (aKTop peTiHae
KapacThIpbUIybl ~CHUNATTAJFaH. ABTOpiap Oajnanmap MeH KacecipiMaepii e3-e3iHe KOJI IKyMcayFa
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B.B. Sarsenbayeva, Y.A. Jubanov

UTEepMeNeHTiH KUOepOyIUIMHTTIH KBUIMBICTBIK-KYKBIKTHIK, KPUMHHOJOTHSIJIBIK JXKOHE BHKTHMOJOTHSIIBIK
EPEKLIETIKTEePiH aHbIKTayIbl, KOJJAHbICTAFbl KYKBIKTHIK PETTEYAIH THIMALUIIrIH Oaranayabl XKoHE KYKBIKTBIK
BIKMAT eTYAl JKeTUIAipy OaFbITTapblH aWKbIHAAYAbl MaKcaT €TKEeH. 3epTTEyIiH oNiCHAMaNblK Heri3iH
JHANEeKTHKAIBIK XKSHE JKYHell Tociuzep, Tangay MeH CHHTe3 9JicTepi, (pOopMabIb-KYKBIKTHIK JKOHE Cajbl-
CTBIPMAIIBI-KYKBIKTBIK 9JIiCTEp, PECMH JAEpeKTEepIiH CTaTHCTHKAIBIK TajlIaybl, COT NpakTHkackl MeH BAK
MaTepUaIIapbIHbIH KOHTEHT-TAJlJaybl, COHIAl-aK OHJIAiH-KOopiayra OailIaHBICTBI PE30HAHCTBHIK CYHIIU]
OKHFaJIapbIHBIH Keiic-cTagu Tocini Kypaiinel. Komenerke ToaMaraHaap apachlHIArbl CYUIIMATED MEH ©3-031He
KOJI JKYMcay 9peKeTTepiHiH ayKbIMbl OYJI MOCeNeciHiH KyHell cHIaTKa ue eKeHIH KOpPCETeTiHi aTal eTiIreH.
CoHBIMEH KaTap KHOepOYIUIMHT ToCTYpiIl KopJiayFa KaparaH/a eleyii TypAe >KOFapbl KOFaMABIK KayiNTiliKke
ue eKkeHi aHpIKTaysFaH. KosmaHelctarsl  HOpPMAaTHBTIK — 0a3a  KeIEHrelsi  Kopray — MOJENIH
KaJIbITACTHIPFAHBIMEH, OHBI ICKE acBIPYIbl KYKBIKTBIK PETTEYHiH (parMeHTapibiFbl, KuOepOyJUIMHITIH
JKOFaphl JIATEHTTLNIT] KOHEe KYKBIK KOJIJaHy MPAaKTHKACHIHBIH 9JICi3 €KEHIIT aHBIKTaNgbl. ABTOpPJAp XKeKese-
TeH KBUIMBIC KYpaMJIapblH HaKThUIAY, )KOFaphl COT OPTaHAaphIHBIH TYCIHIIpMeNepiH a3ipJiey, alablH ary ia-
pajapblH, OHBIH imIiHAe MUQPIBIK cayaTTHUIBIK OaFxapiiaManapblH jKoHe Oajlajgapra ICHXOJOTHSUIBIK KOMEK
KepCeTy KbI3METTEpiH JaMbITy, COH/aii-aK BEIOMCTBOAPANBIK YilIecTipyli KYLIIEHTy KaKeTTIriH Heri3aeni.
KubepOymnuarke THIMIOI Kapchl ic-KUMBUI TEK PENPECCHUBTIK, NPO(UIAKTHKAIBIK >XoHE OiniM Oepy
TETIKTEepiHiH YHIeciMi apKbUTBI MYMKIH OOJIATBIHBI TYpasibl KOPBITBIH/IBI JKaCaJIFaH.

Kinm ce30ep: xubepOyIIHHT, KOMEIECTKE TOMaraHaap, 63iH-031 eNTipyre ACHIH KETKI3y, CYHUIHITIK MiHE3-
KYJIBIK, OYJUTHHT, OalaHblH KYKBIKTAPbl, TA(PIIBIK OPTa, BAKTHMOJIOTHSL, aJIIbIH aly.

Bb.b. Capcenbaesa, E.A. [I)xy0aHoB

KubepOyiuHr kak (pakrop 10BeJeHUs] HECOBEPLIEHHOJIETHUX 10 CAMOYyOHICTBA:
YI'0JIOBHO-TIPABOBOI H KPUMHHOJIOTHYECKHUI aHAJIN3

B cratee paccmarpuBaercs KHOepOY/UIMHT B OTHOLICHHH HECOBEPLICHHOJETHHX KaK 3HAYMMBIH (hakTop
(OpMHpPOBaHUS CYHIMIANBHOTO IOBEACHHUSI B YCIOBHAX LU(POBU3ALMU Ka3aXCTAaHCKOTO oOmiecTBa. ABTO-
paMH MOCTaBJICHA LIENb BBISIBUTH YrOJOBHO-IIPABOBbIC, KPHMHHOJIOTUYECKHE ¥ BUKTUMOJIOTHYECKHE 0COOCH-
HOCTH KHOepOyJUTHHTa, JOBOISIIETO JeTeH M MOJPOCTKOB 10 CaMOyOHICTBA, OIIEHHTH d((HEeKTUBHOCTD AeH-
CTBYIOIIEr0 PETYIUPOBaHMS W ONPENCSIUTh HANpaBICHUs COBEPLICHCTBOBAHUS MPAaBOBOTO PEardpoOBaHUSL.
MeTo10/TOTHYECKYI0 OCHOBY COCTaBUIIH AUAJIEKTUUECKUH M CHCTEMHBIN MOAXO0/IbI, METO/IbI AaHAIIM3a H CHHTE-
3a, (opMaIbHO-IOPUIUYECKUH U CPAaBHUTEIbHO-TIPABOBON METO/IbI, CTATUCTHYCCKUH aHAIH3 O(HIHANBHBIX
JTAHHBIX, KOHTEHT-aHaJIN3 CyAeOHOM MpakTuky 1 MatepuanoB CMU, a Taxke kelic-CTaan pe30HAHCHBIX CYH-
IIUJIOB, CBSI3aHHBIX C OHJAMH-TpaBneil. OTMedeHo, 4To MacTaldbl CYHIUJIOB U HOMBITOK caMOyOUiicTBa cpe-
JIM HECOBEPILEHHOJIETHHX B PecnyOinke Ka3axcTaH CBUIETENBCTBYIOT O CHCTEMHOM XapakTepe MpooaeMbl, a
KnOepOyJuTMHT 001a1aeT Ka4eCTBEHHO 0oJiee BEICOKOH OOIIECTBEHHOH OIMAaCHOCTHIO 10 CPABHEHHIO C TPaIH-
[IMOHHOH TpaBieil. YCTaHOBJICHO, YTO CYIIECTBYIOIas HOpMaTHUBHas 06a3a (OpMHUpPYeT MHOTOYPOBHEBYIO MO-
JIeNb 3aIUThI, OJHAKO €€ peanu3alys 3aTpyaHeHa (parMeHTapHOCTBIO PEryJIMPOBAHMUS, BEICOKOH JIATEHTHO-
CTBIO KnOepOyJuTHHTa U caboil IPaBONPUMEHHUTEIBHON MPAaKTUKON. ABTOpaMH 0OOCHOBBIBAETCS HEOOXO/IH-
MOCTb YTOYHECHHS OTAENIBHBIX COCTABOB MPECTYIUICHHUH, pa3pabOTKN pa3bsCHEHHH BBICHINX CYIeOHBIX Opra-
HOB, YCHJICHHS IIPEBEHTHBHBIX MEp, BKIIFOYAsi MPOrPaMMbI [IM(PPOBOH rPaMOTHOCTH U Pa3sBUTHE CITYXKO IICH-
XOJIOTHYECKOM MOMOIIH JETsIM, a TaKkKe MEKBEIOMCTBEHHOH KoopanHaiuu. CrenaH BBIBOA O TOM, 4TO (-
(eKTUBHOE NMPOTHUBOEHCTBHE KHOEPOYIUIMHTY BO3MOXKHO JIMIIB MPU COYETAHHH PETPECCUBHBIX, TPOQHIaK-
THYECKHX M 00pa30BaTeIbHBIX MEXaHHU3MOB.

Knrouegvie cnosa: xubepOyIMHT, HECOBEPIICHHOJIETHHE, OBEACHUE 10 CaMOyOHiiCTBa, CYHIIMAAIBHOE T10-
BeJeHUe, OyIIMHT, npaBa peO&HKa, udpoBas cpea, BUKTUMOJIOTHS, MPOoQUIaKTHKa.
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