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The legal content of Kazakhstan’s cybersecurity
in international and national context

The aim of this study is to analyze the implementation of international cybersecurity standards in the Repub-
lic of Kazakhstan. The country actively cooperates with the United Nations and other international organiza-
tions, applying strategic approaches and regulatory mechanisms to strengthen the stability of its cyberspace.
Threats such as cyberterrorism, cyber espionage, and interference in national processes are increasing, which
requires intensified international cooperation. In this context, the role of the United Nations in coordinating
efforts to develop universal principles and norms of state behavior in cyberspace is growing, as reflected in
the adoption of new resolutions and the expanded mandate of the Open-ended Working Group on
Cybersecurity. The study employs structural, logical, and dialectical methods to examine Kazakhstan’s
cybersecurity legislation. Additionally, international acts, scientific publications, and materials from interna-
tional organizations were analyzed to establish a theoretical foundation. The results indicate that Kazakh-
stan’s international commitments, particularly within the UN framework, play a key role in shaping its na-
tional cybersecurity policy. Active participation in international initiatives, adaptation of national legislation,
and implementation of strategic programs contribute to strengthening the country’s cybersecurity and inte-
grating it into the global digital space. The incorporation of international legal norms into national legislation
remains a crucial element of this process.

Keywords: cybersecurity, cyber threats, international cyber regulation, international law, UN, Kazakhstan’s
cyber shield, Digital Kazakhstan, Information technology, soft law, artificial intelligence.

Introduction

The increasing dependence of society on digital technologies has heightened the relevance of this topic,
as it gives rise to new threats in cyberspace. In today’s evolving global society, cyberspace is becoming in-
creasingly important for economic growth, national security, and social stability. Cyberspace threats are be-
coming increasingly complex and diverse, necessitating coordinated efforts by the international community.
Since the internet transcends borders, cyberthreats can impact multiple countries and regions, which, in turn,
requires the development of effective mechanisms for international cooperation in cybersecurity and the es-
tablishment of universal regulatory standards.

Protecting personal data is becoming an important component of security in the digital age. Personal da-
ta is becoming a valuable asset and is often targeted by criminals, both for financial gain and to discredit in-
dividuals and destabilize society as a whole. Therefore, legal regulation of the collection, storage, and use of
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personal data is becoming increasingly important, aimed at protecting privacy and preventing cybercrimes
such as identity theft, identity fraud, and attacks on critical infrastructure.

The relevance of this research topic is heightened by recent global trends. In 2022-2024, many states,
including the Republic of Kazakhstan, faced large-scale cyberattacks targeting public and private entities.
Threats of cyberterrorism, cyberespionage, and interference in national processes through cyberspace are
growing, requiring more active international cooperation.

An additional factor complicating the legal regulation of cybersecurity is the rapid development of arti-
ficial intelligence, the Internet of Things, and automated systems, which is leading to the emergence of new
threats and the transformation of existing risks. In response, states are increasingly entering into bilateral and
multilateral agreements aimed at strengthening cooperation in the cyber sphere, highlighting the need for a
thorough study of the international legal framework for cybersecurity, particularly in the context of intensify-
ing global technological competition.

Recognizing the scale of cyber threats, countries are developing national cybersecurity strategies and
adopting laws aimed at preventing, detecting, and combating cyber threats, as well as protecting critical in-
frastructure and ensuring citizens’ rights in the digital space.

All of the above circumstances highlight the importance of systematic scientific analysis and improve-
ment of legal norms in the field of cybersecurity to effectively protect the interests of the state, business, and
society in the context of digitalization.

The purpose of this scientific article is to study the legal content of Kazakhstan’s cybersecurity in an in-
ternational and national context.

Objectives:

- to study the existing international legal norms governing the field of cybersecurity;

- to analyze Kazakhstan’s participation in international agreements and UN initiatives on this topic;

- to consider the mechanisms of cooperation between Kazakhstan and other countries with interna-

tional organizations in the field of information security.

The purpose of the research article is to determine theoretical and legal foundations of Kazakh
cybersecurity in the international and national context.

A review of the development of this issue shows that it has received little attention from domestic re-
searchers. Kazakh researchers have not conducted a comprehensive fundamental study of this topic. A frag-
mentary analysis is provided on: cybercrime issues: the experience of international cooperation (Satbayeva,
A.M., Alimbetova, A.R., Beisenbayeva, M.T.); legal issues in combating cybercrime: the experience of the
Republic of Kazakhstan (Baimagambetova, Z.M.); international law and its response to modern security
threats arising from the development of weapons and technologies (Ibragimov, Zh.1., Asanova, T.S.).

This study is based on the work of scholars such as Assaf A., Satbaeva A.M., Sidorova T.Y., and
Tikk E., who specialize in international law, human rights, and global security issues, including aspects of
cyberspace. These authors paid particular attention to the development of the international legal regime in
cybersecurity and the role of international organizations, particularly the UN, in ensuring digital stability.
Their research provided the methodological and conceptual basis for analyzing the Republic of Kazakhstan’s
participation in international initiatives aimed at countering cyber threats.

In Russian legal science, fundamental analyses of cybersecurity and international law have been con-
ducted by researchers such as Yakovleva, A.V., Korostelev, D.A., and Danelian, A A.

However, comprehensive scientific research in the Republic of Kazakhstan remains incomplete. The
development of the digital economy is accompanied by increasing dependence on information technology,
which leads to the emergence of new vulnerabilities and requires additional measures to protect cyberspace.
The Republic of Kazakhstan, implementing its digital transformation policy within the framework of the
Digital Kazakhstan program, is faced with the need to constantly update its cybersecurity legislation and ac-
tively participate in international initiatives and agreements, which is the basis for considering this topic.

The authors believe the findings of this study are useful for students majoring in law. The results of the
study can be used in developing a state cybersecurity strategy, shaping Kazakhstan’s foreign policy ap-
proaches, and drafting international agreements. They can also serve as a basis for educational and analytical
materials in the fields of international law and ICT security.
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Methods and materials

The study was conducted on the basis of an analysis of the theoretical and legal foundations of Kazakh-
stan’s cybersecurity at the international and national levels. The information security doctrine has long been
enriched by the results of applying methods such as comparative legal and institutional regulatory analysis,
the result of which will make it possible to identify and highlight all the relationships, that is, all the differ-
ences and similarities between the terms being compared, we will determine the importance of the estab-
lished relationships, as well as the content of such relationships, as a result. It is not only the scientific and
educational block of research that is being replenished by studying international experience, However, addi-
tional scientific and legal tools are being formed to ensure the optimization of domestic legislation on the
application of norms regulating cybersecurity in Kazakhstan. Peer-reviewed publications: This is an im-
portant element, as publications in peer-reviewed journals provide scientific assessment and analysis. Works
focusing on comparative legal analysis or institutional aspects of cybersecurity are particularly important.
The main sources for this study included regulatory legal acts of the Republic of Kazakhstan, monographs,
dissertations, educational materials, and information from the United Nations. These sources were analyzed
and served as the theoretical foundation for the article.

Results

Cybersecurity, as a key area of international cooperation, remains the subject of intense academic, polit-
ical, legal, and diplomatic debate. The increasing frequency of cross-border cyber threats, the impossibility
of effectively addressing them within the sovereignty of a single state, and the destructive potential of
cyberattacks necessitate the search for sustainable international mechanisms. This necessitates a comprehen-
sive understanding of the legal framework for cybersecurity as a cross-cutting category of international law.

For the Republic of Kazakhstan, as a state located at the intersection of geopolitical and
technoeconomic zones of influence, it is especially important not only to follow international trends but also
to develop its own legal identity in the digital sphere. This requires a careful study of the conceptual ap-
proaches of leading researchers, identifying patterns and contradictions, and adapting the findings to the
country’s national interests and international obligations.

Assaf A.’s article “Violation of State Sovereignty in Cyberspace: An Analysis Through the Prism of the
UN Charter” (2024) examines a key conflict of contemporary international law: the applicability of tradi-
tional norms enshrined in the UN Charter to state actions in the cyber environment. The author analyzes Ar-
ticles 2(4) (prohibition on the use of force) and 51 (the right to self-defense), as well as their interpretations
in the context of cyberattacks and cyberespionage [1]. Assaf emphasizes that sovereignty in the digital age
acquires not only a territorial but also an infrastructural dimension, encompassing communication networks,
information resources, and even data. The problem lies in the lack of consensus on which cyber actions con-
stitute a violation of sovereignty: cyberespionage, election interference, attacks on critical infrastructure?

This area is critically important for Kazakhstan, as the country is developing as a digital hub in Central
Asia and increasingly participating in cross-border digital interactions. Given Kazakhstan’s neutral position
in global politics, Assaf’s emphasis on the universalism of the UN Charter can serve as the basis for develop-
ing the country’s legal position within the OEWG [1].

Emphasis is placed on the multilateral nature of UN efforts in the field of information security [2]. He
examines in detail the evolution of the Group of Governmental Experts (GGE) and the Open-Ended Working
Group (OEWG) as two key formats for developing international norms. Sidorova emphasizes in his work
that, despite the absence of legally binding documents, it is these mechanisms that lay down the principles of
responsible behavior in cyberspace. Particular attention is paid to the concept of “soft law”, through which
the UN shapes global approaches without violating the principles of sovereignty. Sidorova also points out
that effective international cybersecurity is impossible without trust between states, transparency of inten-
tions, and the voluntary exchange of strategies [2].

For Kazakhstan, Sidorova T.Y.’s work is particularly valuable, as it demonstrates a model of participa-
tion in the global legal architecture without the imposition of binding obligations. This approach aligns with
Kazakhstan’s foreign policy commitment to multilateralism, diplomatic flexibility, and engagement in inter-
national platforms as a bridge between East and West [2].

A strategic approach to international law focuses on institutional adaptation [3]. According to the au-
thor, international legal institutions must evolve in line with digital threats, including the creation of new
working groups, digital ombudsmen, transnational cybercrime tribunals, and response institutions. He be-
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lieves that the UN institutional framework needs modernization, including a review of the decision-making
mechanism, expansion of the mandates of the ITU and UNODC, and the development of hybrid platforms
between states and private companies. He also raises questions about the effectiveness of norm-building ini-
tiatives and the importance of engaging states in the Global South [3].

Discussion

Analysis of scientific approaches to international legal regulation of cybersecurity

Kazakhstan, as a country with growing influence in Central Asia, could use these ideas to advance its
regional cybersecurity initiative. This involves establishing a UN-supported Central Asian cyber coordina-
tion center, where Kazakhstan would act as a mediator between international organizations and local
states [3; 35].

Emphasizing gaps and the legal aspect of international regulation, the author argues that the lack of
clear definitions of cyber aggression, digital sovereignty, and the military use of Information and Communi-
cation Technology leads to arbitrary interpretation and politicization of the law. He raises the issue of the
impossibility of effective enforcement, even with the political will—particularly in matters of cyber espio-
nage or cyber sabotage, which states often find difficult to prove or present in a legally acceptable form.

This approach is particularly relevant for Kazakhstan, as the country must consider the risks of digital
attacks that are difficult to classify but can have devastating consequences for the economy or public order.
Danel'yan’s work highlights the need for not only legal but also technical mechanisms to verify cyber inci-
dents. In this regard, Kazakhstan could propose participation in UN pilot programs on digital attribution.

It is emphasized that in order to effectively combat cross-border crime, it is necessary to strengthen in-
formation exchange and procedural compatibility with foreign jurisdictions. The paper shows that Kazakh-
stan is ready not only to adopt international experience, but also to share its own as an example of a “legal
bridge” between different legal systems. This strengthens the validity of Kazakhstan’s participation in global
discussions at the UN and expands its diplomatic influence in the field of digital regulation [4; 113].

In June 2024, a meeting of the Committee of the Convention on Cybercrime was held in Strasbourg.
Kazakhstan began to establish cooperation with the Council of Europe on combating cybercrime and was
invited to join. European Treaty Series—No. 185 Convention on Cybercrime, Budapest, 23.X1.2001. This
Convention will be implemented to complement applicable multilateral or bilateral treaties or arrangements
European Convention on 1957 (ETS No. 24), on Mutual Legal Assistance in Criminal Matters of 1959 (ETS
No. 30), and additional Protocol to it of 1978 (ETS No. 99) [5].

Authors Ibragimov Zh.l. and Asanova T.S. examine the impact of new military and technological de-
velopments, including cyber weapons, on international security. They emphasize that international law has
lagged behind the pace of technological progress, and existing treaties (the Geneva Conventions, the UN
Charter) do not provide sufficient responses to cyber threats. The legal vacuum in matters of cyber conflicts
and attribution of responsibility is particularly acute. For Kazakhstan, which seeks to strengthen the non-
proliferation regime and prevent the militarization of cyberspace, such ideas provide a basis for diplomatic
initiatives at the UN aimed at developing international agreements banning cyber weapons [6; 184].

Zabikh S. has an applied focus and offers a systematic review of foreign models of legal regulation of
information security, including practices of the USA, EU, China, and Russia. Particular attention is paid to
the possibility of adapting these approaches to Kazakhstan’s conditions. The author proposes a hybrid model
that combines elements of legal control (in the spirit of the EU) and technical autonomy (in the spirit of Chi-
na). Zabikh concludes that the regionalization of international norms, taking into account the specifics of CIS
countries, is advisable. For Kazakhstan, this is of interest as a conceptual basis for developing a national
strategy based on international experience and the principle of multi-level integration [7; 72].

There are significant differences in approaches to the legal regulation of cybersecurity in Russia and
other countries. Particular emphasis is placed on institutional models, the role of the state in ensuring infor-
mation security, and the balance between the public and private sectors [8]. He notes that Western models
emphasize public-private partnerships and soft law, while Russia and a number of other countries focus on
state control. The importance of this author’s work for Kazakhstan lies in the need to determine its own regu-
latory model: whether to strengthen state control or pursue deregulation. Yakovleva, A.V. also offers an as-
sessment of the potential for unifying technical standards, which is important for Kazakhstan in its dialogue
with the ITU and the UN [8; 112].

Lim V.B. focuses on the evolution of information security in the Republic of Kazakhstan. He provides a
detailed analysis of strategic documents (the State Program “Digital Kazakhstan”, the information security
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strategy, and the Law “On Personal Data”) and their compliance with international standards. Lim emphasiz-
es that Kazakhstan is moving toward harmonization with global standards, including through cooperation
with international organizations. The work is useful as an empirical basis illustrating Kazakhstan’s progress
in the area of digital regulation. It also points to the importance of expanding Kazakhstan’s participation in
international initiatives on certification and cross-border data protection [9].

Korostelev, D.A. reviews the UN’s activities, focusing on the GGE and OEWG documents. She empha-
sizes the strategic challenges facing the organization: the lack of a universal understanding of threats, differ-
ences between countries in the West and the Global South, and gaps in law enforcement. In her article,
Korostelev, D.A. concludes that the UN needs to rethink its regulatory instruments—a transition from norm-
building to enforcement. For Kazakhstan, this work is of interest as a justification for participation in UN
mechanisms not only as an observer but also as a mediator and initiator of new initiatives [10; 590].

In his work, Danelian, A.A. emphasizes that cyberspace is a new sphere of international interaction that
requires the creation of specific norms and institutions. He proposes three levels of regulation: universal (at
the UN level), regional (EU, CSTO, SCO), and national. The author emphasizes that the lack of uniform def-
initions and standards slows the legal development of cyberspace and creates legal pluralism. For Kazakh-
stan, this study is valuable as an argument in favor of aligning national legislation with global and regional
norms. Participation in the development of such norms, especially within the OEWG, is strategically im-
portant, so as not to be a passive object of legal regulation, but to become a subject of its formation [11;
263].

Authors Satbaeva A.M., Alimbetova A.R., and Beisenbaeva M.T. analyze international instruments to
combat cybercrime, including the Budapest Convention, and emphasize the importance of bilateral and mul-
tilateral cooperation. Particular attention is paid to the role of INTERPOL, UNODC, and regional initiatives
such as the digital units of the CSTO and SCO. The work is useful in demonstrating how Kazakhstan can
effectively utilize existing platforms to deepen legal and operational cooperation. The authors also raise the
issue of a shortage of specialists and technology, which requires state support and may become a subject of
foreign policy cooperation.

The book focuses on issues of digital sovereignty, control over internet infrastructure (in particular,
DNS and IP addressing), and participation in the governance of global digital resources. The author critically
evaluates the dominance of Western platforms and raises the issue of “information inequality” between
states. For Kazakhstan, this is important in the context of formulating a position on internet regulation.
Krylov D.N., P'yankova A.A, proposes viewing the internet as a “global public good” requiring an interna-
tional regulatory regime under the auspices of the UN. This paves the way for Kazakhstan to propose its own
initiative to democratize internet governance.

Verhelst, E. Vauters, Y., examines the mechanisms for the formation and application of international
treaties, particularly in a context where the cyber environment is evolving faster than jurisprudence. She
identifies soft law, UN resolutions, and technical regulations as elements of a flexible regulatory environ-
ment [14; 141]. The author emphasizes that, in the face of political disagreements, the UN is increasingly
using declarations, norms of conduct, and advisory documents rather than binding agreements. For Kazakh-
stan, this represents a window of opportunity: it is through the process of soft norm-building that the country
can influence the formation of rules without possessing superpower status.

Analyzing the relationship between public international law, EU law, and private international law in
regulating global cyberspace, she emphasizes the blurred boundaries between the public and private sectors
and the growing influence of non-state actors—tech companies. Kazakhstan, as a country where digitaliza-
tion is gaining momentum, could take at Yakovleva proposals into account when developing national legisla-
tion, taking into account cross-border jurisdiction, the protection of personal data, and the digital rights of
citizens, while remaining within the framework of the UN Charter and global norms.

She systematizes approaches to cyber regulation in Russia and abroad, emphasizing the normative dif-
ferences between “control” (Russia, China) and “liberal” (USA, EU) models [12]. Her study also provides an
overview of the development of the legal framework: from the general principles of international law to spe-
cialized laws and strategies. She points out that effective cybersecurity is impossible without taking into ac-
count the transnational nature of threats and, therefore, requires interaction between the national and interna-
tional levels. Yakovleva proposes the concept of a “legal compromise”—a system of flexible, but practice-
based international obligations that can be adapted to the local context. For Kazakhstan, this work provides a
theoretical basis for constructing a “balanced model” that combines elements of sovereign control with ac-
tive participation in international mechanisms (including the OEWG at the UN) [12].
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Moynihan C. views international law as a system aimed at ensuring predictability, responsibility, and
mutual trust in cyberspace [13]. The author advocates for the development of universal principles of respon-
sible behavior, including: prohibiting malicious cyber operations against critical infrastructure, respecting
digital sovereignty, and cooperating on attribution issues. She points out that international law should take
into account the behavior of both states and non-state actors, including transnational IT companies. This im-
plies the need for hybrid governance models and a stronger role for the UN in regulating not only conflicts
but also everyday interactions in the cyber environment [13].

For Kazakhstan, these ideas are relevant in the context of its participation in the OEWG and global
normative initiatives. Kazakhstan can offer a model of cooperative regulation that accepts responsibility for
actions within the national territory, but without restricting cross-border digital trade [14].

Tikk E. and Kerttunen M. analyze the evolution of the mandates of the UN Group of Governmental Ex-
perts (GGE) and its impact on the formation of norms for responsible state behavior in cyberspace. They ex-
amine the development of soft law instruments, such as the GGE reports of 2013, 2015, and 2021, which
enshrine the fundamental principles of respect for sovereignty, non-interference, confidence-building
measures, and transparency [14].

The authors criticize the GGE for its closed nature and propose a shift to more inclusive mechanisms—
such as the OEWG, where all states can participate equally. They also emphasize the importance of aligning
GGE norms with national security strategies. For Kazakhstan, this confirms the importance of participating
not only as an observer in the GGE but also as an active participant in the OEWG, where it can advance its
own initiatives tailored to the needs of developing countries [14].

Theoretical Framework: Universality and Adaptability of International Law

The scholarly literature on international cyberlaw demonstrates two opposing, yet largely complemen-
tary, approaches. The first, presented by Assaf and Kittichaisaree, insists on the applicability of traditional
international law—primarily the UN Charter and international humanitarian law—to actions in cyberspace.
According to their approach, the universal principles of sovereignty, the prohibition of the use of force, the
principle of non-intervention, and the right to self-defense remain applicable in the digital environment. Fur-
thermore, the authors believe that abandoning these norms in cyberspace would lead to the destruction of the
foundations of the international legal order [1, 15].

Researchers such as Danel’yan A.A. and Verhelst, E. and Wouters, Y. take the opposite position. They
argue that the digital space creates unique challenges that cannot be effectively regulated within existing le-
gal models. In this context, soft law—a system of international political and legal documents, declarations,
resolutions, and codes of conduct that, although not binding, shape the legal practices of states—is becoming
a key instrument of legal evolution [4].

Kazakhstan, striving for a balance between global integration and the protection of national sovereignty,
would do well to adopt a middle ground. On the one hand, it is important to recognize the applicability of
fundamental norms of international law, while on the other hand, it is important to actively participate in
their development and adaptation through OEWG mechanisms and participation in lawmaking within the
UN [1].

Soft Law vs. Hard Law: The Dilemma of Efficiency and Legal Evolution

One of the most pressing issues is the choice between soft and hard forms of legal regulation. Research-
ers Tikk and Kerttunen, as well as Moynihan, emphasize the importance of “soft law”, formed through reso-
lutions, declarations, and framework commitments within the framework of the GGE and OEWG. These
norms are becoming an important tool for developing agreed standards of state behavior in the digital envi-
ronment and can serve as a basis for subsequent consolidation in legally binding treaties [13, 14].

In such a situation, Kazakhstan may put forward an initiative to create a hybrid international platform
that combines elements of strict regulation (for example, at the conventional level) with voluntary mecha-
nisms for monitoring, evaluation and exchange of practices.

Sovereignty in Cyberspace: Conceptual Transformations

The concept of digital sovereignty is central to the analysis of international regulation. Chernenko and
Yakovleva interpret it as the state’s right to fully regulate digital infrastructure, including control over data,
traffic, and access infrastructure. This approach strengthens state power, but simultaneously draws criticism
from proponents of an open internet and net neutrality.

In contrast, Tikk and Moynihan propose a concept of network pluralism, in which state jurisdiction is
limited by international obligations and regulation is carried out with the participation of multilateral actors,
ranging from intergovernmental organizations to private corporations [13, 14].

Cepus «[lMpaBo». 2026, 31, 1(121) 11



L.K. Amandykova, G.K. Kulsharbekova

Of particular importance are the works of Lim, Zabikh, Satbayeva, and other Kazakhstani researchers,
who focus on institutional, educational, and legal transformation within the country [5, 7, 9, 12]. They em-
phasize the need to adapt foreign experience to Kazakhstani realities, in particular, borrowing principles
from EU and Russian models, but adapting them to national goals.

Given Kazakhstan’s transit position between East and West, the country can offer a unique concept of
“digital transit”—a model that combines compatibility with international standards, openness to cooperation,
and the development of local legal and technical solutions [7, 9]. Developing digital diplomacy and estab-
lishing a national position on international cyber regulation are also becoming important tasks [12].

An analysis of scientific approaches reveals a broad spectrum of opinions, from normative universalism
to pragmatic regionalism. Kazakhstan, located at the epicenter of these processes, has the potential to be-
come an active participant and even initiator of key international processes in the field of digital regula-
tion [1, 5, 9]. A scientific understanding of these approaches allows for the development of a balanced for-
eign policy strategy in the field of cybersecurity, incorporating elements of soft and hard law, protecting sov-
ereignty, and openness to international cooperation.

The interim conclusion is that Kazakhstan should actively participate in international lawmaking, pro-
moting its own initiatives based on the principles of accountability, transparency, legal certainty, and region-
al balance [1, 2, 3]. This will not only protect the country’s digital interests but also contribute to the global
architecture of sustainable and equitable regulation of cyberspace.

International initiatives and their impact on Kazakhszan’s cyber policy: Kazakhstan is actively involved
in international cybersecurity efforts. In 2024, the UN General Assembly adopted the Convention on Cyber-
crime, the first international criminal justice treaty in more than 20 years aimed at strengthening global coop-
eration in combating cyber threats. Kazakhstan supported this initiative, demonstrating its commitment to
comply with international cybersecurity standards, which resulted in the signing of the Decree of the Presi-
dent of the Republic of Kazakhstan dated October 24, 2025 No. 1067 “UN Convention against Cybercrime;
strengthening international cooperation in combating certain crimes committed using information and com-
munication systems and in the exchange of evidence in electronic form related to serious crimes” [16].

Furthermore, in 2024, Kazakhstan ratified an agreement with the UN to organize the Asia-Pacific Min-
isterial Conference on Digital Inclusion and Transformation. This agreement provides for the establishment
of a UN Digital Solutions Center for Sustainable Development in Central Asia in Almaty, strengthening re-
gional cooperation and the exchange of best practices in digitalization [17].

National strategies and programs in the context of international commitments: In response to interna-
tional challenges and obligations, Kazakhstan has developed and is implementing a number of national strat-
egies and programs. One of the key ones is the “Kazakhstan Cyber Shield” cybersecurity concept, approved
in 2017. It aims to ensure the protection of electronic information resources, information systems, and tele-
communications networks from external and internal threats.

The “Digital Kazakhstan” State Program is also being implemented, which includes measures to estab-
lish information security operations centers, incident response services, and research laboratories. The pro-
gram provides institutional support, including legislative amendments and the definition of cybersecurity
standards in line with international requirements and best practices.

Improving Kazakhstan’s international ranking and recognition of its efforts: Through the active imple-
mentation of national programs and participation in international initiatives, Kazakhstan has significantly
improved its position in global cybersecurity rankings 2024. In September, the UN report for 2024 was pub-
lished, in which Kazakhstan scored 94.04 points out of 100 possible in the second group (advanced level 2)
according to the Global Cybersecurity Index. In 2024, the country ranked third in the Tier 2 ranking of the
UN International Telecommunication Union, demonstrating a high level of cybersecurity development. Key
initiatives contributing to this achievement include the launch of the Malicious Code Research Center, the
expansion of the CyberShield-2 program, and the implementation of the Stop Credit function on EGOV [18].

Regional cooperation and integration into international structures: Kazakhstan actively participates in
regional and international organizations, such as the Collective Security Treaty Organization (CSTO), the
Shanghai Cooperation Organization (SCO), and the Commonwealth of Independent States (CIS). In 2019,
the country ratified the Agreement on Cooperation between CSTO Member States in the Field of Infor-
mation Security, strengthening collective efforts to counter cyber threats.

Furthermore, Kazakhstan advocates for increased cooperation between the CSTO and international or-
ganizations such as the UN, CIS, and SCO, which facilitates the exchange of experience and information, as
well as the use of partners’ potential to counter cyber threats.
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The Impact of International Obligations on Domestic Cyber Policy: International commitments, partic-
ularly within the UN, play a key role in the formation and development of the domestic cyber policy of the
Republic of Kazakhstan. Active participation in international initiatives, the adaptation of national legisla-
tion, and the implementation of strategic programs contribute to strengthening the country’s cybersecurity
and its integration into the global digital space. An important element of this process is the implementation
of international law into national legislation. In accordance with the Constitution of the Republic of Kazakh-
stan (Article 4), international treaties ratified by the Republic of Kazakhstan take precedence over its laws,
which create a legal mechanism for the direct incorporation of international norms [19].

Similarly, the provisions of UN resolutions on international information security are reflected in nation-
al strategies, such as the “Kazakhstan Cyber Shield” [20]. We see that Kazakhstan is implementing both in
the form of incorporation (incorporation of norms of international treaties into the national system) and
through transformation-adaptation of international norms through the adoption of national legal acts.

Concepts used in cybersecurity law

The International Organization for Standardization’s International Standard “Information Technology—
Security Technigues—Guidelines for Cybersecurity” contains the terms “cybersecurity”, “cybercrime”, “cy-
berspace”,

Cybersecurity ISO/IEC 27002:2022 “Code of practice for information security controls” [21].

Cybersecurity is “the preservation of the confidentiality, integrity, and availability of information in cy-
berspace”.

Cybercrime is “criminal activity in which cyberspace services or applications are the instrumentality or
target of the crime or in which cyberspace itself is the source, instrumentality, target, or location of the
crime”.

Cyberspace is “a complex environment that results from the interaction of people, software, and ser-
vices on the Internet through connected technological devices and networks, and that does not exist in physi-
cal form”.

Cybersecurity is “the state of being protected from physical, social, spiritual, financial, political, emo-
tional, professional, psychological, educational, or other negative consequences resulting from failures, dam-
age, errors, incidents, accidents, and other events in cyberspace considered undesirable” [21].

The Republic of Kazakhstan, as a member state of the International Telecommunication Union (ITU), is
subject to ITU-T Recommendation X.1208 (01/2014), “X Series: Data networks, open systems interconnec-
tion and security—Security of cyberspace: Cybersecurity”. This recommendation defines the terms “cyber
environment” and “cybersecurity”. The cyber environment “includes users, networks, devices, all software,
processes, stored or transit information, applications, services, and systems that may be directly or indirectly
connected to networks” [22].

Cybersecurity is “a set of tools, strategies, security principles, security safeguards, guidelines, risk man-
agement approaches, actions, training, practical experience, insurance, and technologies that can be used to
protect the cyber environment, organizational, and user resources” [22].

Organizational and user resources include connected computing devices, personnel, infrastructure, ap-
plications, services, telecommunications systems, and all information transmitted and/or stored in the cyber
environment. Cybersecurity consists of an attempt to achieve and maintain security properties in organiza-
tional or user resources against relevant security threats in the cyber environment.

Common security tasks include the following: accessibility; integrity, which may include authenticity
and non-repudiation; confidentiality.

The Council of Europe Convention on Cybercrime of November 23, 2001, classifies cybercrime as: 1)
crimes against the confidentiality, integrity and availability of computer data and systems (illegal access, un-
authorized interception, impact on data, impact on the functioning of a system, unlawful use of devices); 2)
crimes related to the use of computer equipment (forgery using computer technology, fraud using computer
technology); 3) crimes related to data content (crimes related to child pornography); 4) crimes related to the
infringement of copyright and related rights [5].

To implement its cybersecurity program, in 2017 Kazakhstan adopted the Cybersecurity Concept (also
known as the “Kazakhstan Cyber Shield” or “KS”). This document is an integral component of state policy
and defines its key areas of focus in protecting electronic information resources, information systems, and
telecommunications networks, as well as ensuring the secure use of information technology.

In this document, cybersecurity is understood as the state of protection of information in electronic form
and the environment for its processing, storage, and transmission (electronic information resources, infor-
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mation systems, and information and communication infrastructure) from external and internal threats, that
is, information security in the field of informatization.

The Cybersecurity Concept “CC” notes that the classical model of information security is based on
three components that ensure the security of information: confidentiality, integrity, and availability. At the
same time, due to the development of communication facilities (network technologies) and the possibility of
remote use of the network, authenticity and non-repudiation stand out. In Chapter 2 of this law (terms and
definitions), along with such concepts as cyberspace, cybersecurity and cybercrime, another definition is
given—ensuring cybersecurity, which means maintaining confidentiality, integrity and accessibility of in-
formation, but nothing is said about reliability and non-repudiation [8; 113].

In addition, the document enshrines such concepts as threats to information security, lists the most
common threats and defines actions related to computer attacks, presents measures to protect information or
electronic information resources and systems, and introduces the definitions of “authentication” (establishing
authenticity) and “identification” [8; 115].

Key terms and concepts, such as cybersecurity, cyberspace, and cybercrime, are defined in international
ISO standards and ITU recommendations, which ensures their universality and common understanding at the
global level.

At the same time, the national Cyber Shield Concept of Kazakhstan does not merely replicate these def-
initions, but adapts them to the realities of digital sovereignty and the country’s institutional capacities. It
also introduces additional parameters—authenticity and non-repudiation—and links them to the stages of
law enforcement practice and the development of domestic IT companies. This integration allows Kazakh-
stan to operate within the strict norms of hard law (application of the UN Charter and IHL norms) while sim-
ultaneously utilizing flexible soft law instruments (OEWG, GGE), creating a platform for “cooperative sov-
ereignty” and “digital transit” in the Central Asian region. As a result, the national strategic model combines
the universality of international law and the adaptability of local mechanisms, serving as a reliable founda-
tion for the formation of a responsible, transparent, and effective legal position for Kazakhstan in the global
cyberregulation arena.

The relationship between regulatory acts of the Republic of Kazakhstan in the field of cybersecurity

The development of the Republic of Kazakhstan’s cybersecurity regulatory framework is based on a
clear hierarchy of documents, with each subsequent act clarifying, developing, and concretizing the provi-
sions of its predecessors. This creates an end-to-end system of legal regulation for protecting the country’s
digital space, ensuring the consistent development of cybersecurity at the strategic, regulatory, and applied
levels.

The Law of the Republic of Kazakhstan “On National Security” laid the foundation for all subsequent
legal acts in the field of cybersecurity. For the first time, national legislation clearly recognized information
security as an independent component of national security. The law defined the main threats in cyberspace,
established the responsibility of government agencies for ensuring information security, and created a
framework for the development of specialized regulations in this area. At this stage, significant emphasis was
placed on the need to create a system for protecting critical information infrastructure (CIl) and international
cooperation to counter cross-border cyber threats [20].

The “Kazakhstan Cyber Shield” concept developed and further elaborated on the provisions of the Na-
tional Security Law, applying them to the rapidly changing digital reality. The concept proposed a strategic
action plan for ensuring the state’s cybersecurity, identifying the main threats, risks, areas, and mechanisms
for protecting cyberspace. It established the need to create centralized cybersecurity management bodies
(such as KZ-CERT), introduced the concept of categorizing critical information infrastructure facilities, and
outlined measures to improve citizens’ digital literacy. The concept supplemented the provisions of the Na-
tional Security Law with an emphasis on the current challenges of the digital age and set guidelines for the
regulatory specification of these tasks [20].

The Unified Requirements for Information and Communication Technologies and Information Security
were the next step in the development of legislation, designed to specify the mechanisms for implementing
the objectives set forth in the Concept. While the Concept defines the strategic goals of protecting critical
information infrastructure, the Requirements establish practical requirements for critical information infra-
structure entities: the procedure for categorizing objects, the mandatory certification and monitoring
measures, and requirements for technical and organizational security measures. Thus, the Requirements
transform strategic guidelines into specific obligations for government agencies, businesses, and other criti-
cal infrastructure operators [20].

14 BecTHWk KaparaHguHcKoro yHuBepcuteTa



The legal content of Kazakhstan’s cybersecurity in...

Thus, the following relationship is established between these documents:

The Law “On National Security” sets the basis, introducing the concept of information security as an
element of national security;

The “Kazakhstan Cyber Shield” concept develops and specifies the provisions of the law in relation to
cyber threats, defining strategic directions;

The rules for ensuring cybersecurity of critical information infrastructure facilities implement the provi-
sions of the Concept at the level of practical mandatory protective measures;

The Digital Kazakhstan program ensures the systemic integration of cybersecurity issues into the digi-
talization process, focusing on human capital, infrastructure, and regulatory support.

This structure of legal regulation reflects a general trend in international law: a combination of basic
principles for protecting the information space with detailed measures and the broad involvement of civil
society in digital transformation processes.

This interconnected structure of documents demonstrates that Kazakhstan is building its national
cybersecurity system in line with international practice, adhering to the principles of comprehensiveness,
consistency, and multi-layered approaches recommended by the UN, OSCE, and other international organi-
zations.

Thus, key terms and concepts such as “cybersecurity”, “cyberspace”, “cybercrime”, and “cybersecurity”
are enshrined in international ISO standards and ITU recommendations, ensuring their universality and mu-
tual understanding globally. At the same time, the national “Kazakhstan Cyber Shield” concept not only rep-
licates these definitions but adapts them to the realities of digital sovereignty and the country’s institutional
capabilities, introducing additional parameters—authenticity and applicability—and linking them to the stag-
es of law enforcement practice and the development of domestic IT.

This integration allows Kazakhstan to operate within the strict norms of hard law (the application of the
UN Charter and IHL) while simultaneously utilizing flexible soft law instruments (OEWG, GGE), creating a
platform for “cooperative sovereignty” and “digital transit” in the Central Asian region. As a result, the na-
tional strategic model combines the universality of international law with the adaptability of local mecha-
nisms, serving as a reliable foundation for the development of a responsible, transparent, and effective legal
position for Kazakhstan in the global cyberregulation arena.

It should be noted that international obligations, particularly within the UN, have a significant impact
on the development of Kazakhstan’s domestic cyber policy. Adapting international norms and standards
helps strengthen national cybersecurity, increase the effectiveness of the fight against cybercrime, and im-
prove the country’s position in international rankings. Kazakhstan continues to actively integrate into the
global digital space, demonstrating its commitment to international standards and aspirations for leadership
in cybersecurity.

Conclusion

This study aimed to analyze the international legal framework for cybersecurity and the specifics of the
Republic of Kazakhstan’s participation in relevant United Nations initiatives. Key international legal docu-
ments were examined, including UN resolutions, reports of the Group of Governmental Experts (GGE), ma-
terials of the Open-Ended Working Group (OEWG), and International Telecommunication Union (ITU)
standards.

Kazakhstan’s participation in international platforms is analyzed, and its practical steps to implement
global approaches to cybersecurity are reflected.

Firstly, international commitments, particularly within the UN, have played a significant role in struc-
turing the Republic of Kazakhstan’s domestic cyber policy. The implementation of soft law standards en-
shrined within the OEWG and GGE occurs both through the direct adaptation of norms into national legisla-
tion and through the development of practical mechanisms (CERT centers, response strategies, critical in-
formation infrastructure classification, etc.).

Secondly, Kazakhstan is demonstrating positive dynamics in international rankings (for example, the
ITU Global Cybersecurity Index), confirming the effectiveness of its domestic policies. However, it is im-
portant to note that the ranking reflects not only regulatory frameworks but also the actual functioning of
technical structures, international participation, and the level of human resources—factors that require con-
tinuous strengthening.

Third, the adaptation of international norms to Kazakhstani jurisdiction occurs with a lag of two to three
years. Between 2017 and 2023, there was a tendency to reduce this lag through targeted reforms, but certain
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barriers remain: difficulties with interagency coordination, a shortage of qualified ICT lawyers, and problems
synchronizing technical and legal standards.

Based on the above, the following recommendations are formulated:

Continue active participation in the UN OEWG, putting forward proposals reflecting the interests of
developing digital economies, including technical assistance mechanisms, human resource exchange and da-
ta sovereignty standards.

Develop the initiative to create a Central Asian Cyber Coordination Center, coordinating interaction
between the states of the region, international organizations and the private sector.

Accelerate internal harmonization of terminology and procedures, based on ITU standards and UN rec-
ommendations, including the mandatory inclusion of soft law documents in curricula and regulations.

Promote the implementation of digital diplomacy into the structure of the Ministry of Foreign Affairs
and expand the powers of digital attachés at diplomatic missions in the UN, EU, ASEAN and other coun-
tries.

Thus, this work represents both a theoretical contribution to the development of international cyberlaw
and a practical resource for improving the state policy of the Republic of Kazakhstan in the context of global
digital transformation. The findings and recommendations can be used as a basis for further research, the
preparation of strategic documents, and the development of a constructive foreign policy position for the
country in the international arena.
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JL.LK. AmannsikoBa, I'.K. Kytmap6ekoa

XaabIKapagblK KoHe YITTBIK KOHTeKcTeri Kazakcran kubepkayincizairinig
KYKBIKTBIK Ma3MYHbI

MaxkanaHblH MaKcaTbl — KHOCPKEHICTIKTIH TYpaKTBUIBIFBIH HBIFATy MakcaTeiHIa bipikken ¥Yurrtap
YHbpIMBIMEH KOHE 0acKa Ja XalbIKapajiblK YHBIMAApMEH OCNICEHIl TYpAE e3apa OpEeKEeTTECeTiH, OpTYpi
CTpATETHSIIBIK TOCUIIEp MEH peTTeylIl MeXaHm3MIepaAi KoinaHatelH Kasakcran PecmyOnmkacsiama Tuimai
XaJBIKApaJbIK KHOCPKAYINCI3IiK CTaHAapTTapbIH CHIi3ydl Tanaay. KubepTeppopusm, KHOSPTHIHIIBUIBIK XKOHE
KHOEPKEHICTIK apKbLIbl YITTHIK MPOILECTepre apajiacy KaymiHiH ecyi Oalikamaasl, Oy HEFypIIbIM OesceHi
XaJIBIKAPAIBIK BIHTBIMAKTACTBIKTHI Tayan etemi. OchifaH 0almaHBICTHI KHOCPKEHICTIKTErT MEMIICKETTEPIiH
TopTiOiHIH omOeban KarFuaaTTapbl MEH HOpPMallapblH 93ipiiey JKeHiHIeri Kymi-xkirepai yitnectipyneri bY Y-
HBIH POJi apThII Keiemli, Oy jkaHa KapapiapAblH KaObUImaHysl skoHe KubOepkayincizaik yKeHIHIET! amrblk
TONTBHIH MaHAATHIHBIH KEHEIOIMEH [ONeNACHEeAl. OMICTep peTiHae KHOepKAYilNCi3miK —calachIHIaFbl
KA3aKCTaHIbIK 3aHHAMAHBIH HOPMAJIAPBIH 3epJIeliey YIIiH KYPbUIBIMIBIK, JIOTHKAIBIK YKOHE JHATCKTHKAIBIK
omictep MalmanaHeUINBL TYKBIPBIMIAPIBIH TEOPHSUIBIK HETI3IH O3ipliey VIIiH XalbIKapalblK aKTiUIepIiH
HOpPMaJIapbl, FBUIBIMA C€HOEKTEp, XaIbIKapaablK YHBIMIAPAbIH MaTepHaiaaphbl ma 3eprrenmi. HoTwkecinme
XaJbIKapaiblk  MiHgeTTemenep, ocipece BYY menbepinme, KaszakcTaHHbBIH imKi KHOEpCasiCaThIHBIH
KaJIbIITacybl MEH JaMybIH/a MaHBI3bl POJT aTKAPaThIHBIH KOpceTei. XalbIKapaiblk OactaManapra OesceH i
KaThICy, YITTBIK 3aHHaMaHbl OeifiMaey JKoHe CTpaTerHsUIblK OaraapiaManapibl iCKe acklpy enfiH
KAOEPKAYITCI3IITiH HBIFAWTyFa >KOHE OHBIH jkahaHABIK HMHQPIBIK KEHICTIKKE WHTETPalUsUIaHybIHA BIKIAT
erei. Byt mporecTiy MaHbI3 bl AIEMEHTI XaTbIKAPaIbIK KYKbIK HOPMaJIaphIH YIITTHIK 3aHHAMAFa €HTI3y.

Kinm ce3dep: xubepkayincizuik, KHOepKayinTep, XalbIKapalblK KHOeppeTTey, XalblKapalblK KYKbK, BYY,
KaszakcranHbiH knbep Kaikaubel, Llubprneik KaszakcraH, akmapaTThIK TEXHOJIOTHSIIAP, JKYMCaK KYKBIK,
JKacaHIbl HHTEIUICKT.
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IIpaBoBoe copepxxanue kudepoezonacHocTu Kazaxcrana
B MEKIYHAPOIHOM U HAIMOHAJTbHOM KOHTEKCTe

Ienpro nccnenoBaHus SBISETCS aHATN3 BHEAPEHHS 3G (HEKTHBHBIX MEXIYHAPOIHBIX CTAaHAApPTOB KnbepoOe3o-
nacHocTH B PecniyOnuke KazaxcraH, mpu 3TOM rocyapcTBO CTPEMHUTCS K YKPEIUICHUIO YCTOHIUBOCTH CBOETO
KHOepIpoCTpaHCTBa, aKTUBHO B3auMojeicTByeT ¢ Opranusanueit O0penuHEHHBIX Haruii 1 HHBIMU MeXTy-
HapOAHBIMU OPTaHU3ALMSIMH, UCIONb3yeT Pa3IUYHbIe CTPATETHUECKUE TOAXOABI U MEXaHU3MbI PEryInpOBa-
HuA. OTMeuaeTcs pocT yrpo3 KubepTeppopusMa, KHOSPIIIHOHaXKa H BMEIIATeIbCTBA B HALIMOHAIBHBIE TIPO-
Iecchl 4epe3 KHOepIpocTpaHCTBO, YTO TpebyeT Oojiee aKTHBHOTO MEKTYyHapOIHOTO cOoTpyaHmuecTBa. Ha
sToM ore ycumusaercst porb OOH B xoopAnHAIMY yCHIHMH 10 pa3paboTKe YHHBEPCAIBHBIX IPHHIUIIOB U
HOPM IIOBE/ICHHSI TOCYZIapCTB B KHOEPIPOCTPAHCTBE, YTO INPOSBISIETCS B NMPUHATHH HOBBIX PE3OJIIONUHA I
pacIIMpeHny MaHaTa [ pyImsl OTKPHITOTO cocTaBa Mo BoIpocaM KubepOe3omacHocTH. B kayecTBe MeTo10B
HCIIOB30BaHbI CTPYKTYPHBIH, JIOTHYECKHH N JHAICKTUIECKHH METOIbI Ul U3ydeHHs HOPM Ka3aXCTaHCKOTO
3aKOHOJATENLCTBA B 00JacTH kubepOe3onacHoCTH. i cOCTaBICHUS TEOPETHYECKOH OCHOBBI TaKke OBLIH
U3y4eHbl HOPMBI MEKAYHAPOJHBIX aKTOB, HAYYHBIE TPYIbI, MAaTepHaIbl MEKAYHAPOJHBIX OpraHusanuid. Pe-
3yJbTaTaMi BBICTYIHJIN MEXIyHapOaHbIEe 00s3aTeNbCcTBa, 0cO0eHHO B pamkax OOH, KOTOpble HIparoT KiIto-
YEeBYIO POJIb B (JOPMUPOBAHUHU U PA3BUTHH BHYTpeHHEH Kubepnonntuku PecyOnmuku Kazaxcran. AKTUBHOE
ydJacTHe B MEXKAYHApOJHBIX MHUIMATHBAX, aJalTanys HAIMOHAIBHOTO 3aKOHOJATENILCTBA M pean3alis
CTPaTETHYECKUX MPOTPaMM CIIOCOOCTBYIOT YKPEIUICHHIO KHOepOe30IacHOCTH CTpaHbl M €€ WHTerpaluH B
rio0anbHOe IU(PPOBOE IPOCTPAHCTBO. BaXKHBIM 31€MEHTOM 3TOTO TPOLIECCa SIBIACTCS MMITIEMEHTALMS HOPM
MEXIyHapOIHOTO NPaBa B HALIMOHAIBHOE 3aKOHOATENbCTBO.

Kniouesvie crosa: kubepbe30macHOCTh, KHOSPYTpO3bI, MEXIYHAPOAHOE KHOEPPETYINPOBAHHE, MEKIYHAPOI-
Hoe mpaBo, OOH, kubepmur Kaszaxcrana, Ludposoii Kazaxcran, nHpOpMAaIIOHHBIE TEXHOJIOTHH, MATKOE
HPaBO, HCKYCCTBEHHBIIT HHTEIUICKT.
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