UDC 343.132

G.B. Chukumov

Makan Esbulatov Almaty Academy of the Ministry of Internal Affairs, Kazakhstan
(E-mail: galym _ch@mail.ru)

Providing technical and forensic investigative actions
in the investigation of acts of terrorism

This article discusses the features of technical and forensic identification and search in the investigation of
crimes related to terrorism. The article reveals the topic of search and identification in the investigation of
acts of terrorism, based on the previous experience of forensic scientists, legal norms, law enforcement statis-
tics, scientific and practical materials containing modern data on technical and forensic techniques and
equipment, which are still successfully used in the investigation of acts of terrorism here and abroad. The
study of the prospects of technical and forensic identification and search in the Commission of a terrorist act,
require the use of a variety of scientific methods based on the provisions of the materialistic dialectic of his-
torical conditionality, objective laws of development and interaction of phenomena. The legislation of the
Republic of Kazakhstan requires the presence of witnesses and representatives of the local Executive body
during the investigation to avoid unnecessary risk to the life and health of those present. During the search,
firearms, cold weapons, ammunition, explosive materials or parts for their manufacture, poisons, as well as
wanted terrorists are searched, and if the presence of the above-mentioned persons cannot be ensured, there is
a conflict between criminal procedure norms and security requirements.
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Since the establishment of independence in the Republic of Kazakhstan, as in many countries of the
Commonwealth, the transition period has involved the development of both positive and negative processes
in the interaction of States in the field of universal peace and security, including preventive activities of the
security of citizens. The study of these processes requires objectivity and impartiality on the part of the re-
searcher. This study is necessary in order to expand knowledge in the legal regulation of the fight against
terrorism in Kazakhstan. The tragic events in Afghanistan, Egypt and Great Britain are a problem for the en-
tire world community. Unfortunately, such dramatic events have not bypassed Kazakhstan [1, 2, 3].

So on October 31, 2011 in Atyrau, there was an event in which the Prosecutor General's office of Ka-
zakhstan opened two criminal cases under the article «Terrorism». On July 11, 2012 in the city of Atyrau, a
group of extremists were identified, in whose house, the investigation was found: firearms, ammunition, po-
lice uniforms and religious literature. On September 15 of the same year some unknown, in the center of
Atyrau fired at the police officer, terrorists found a week later, during expeditious actions all fighters were
destroyed [2]. On the 3rd of December 2011 seven people, including two members of the special forces,
were killed during the operation in Boraldai village of Almaty region, where criminals planned to conduct a
number of violence acts in Almaty [3]. On July 18, 2016 the Interdepartmental investigative group of the
Prosecutor General's office of Kazakhstan, upon the terrorist act in Almaty, under the leadership of the spe-
cial Prosecutor, completed a pre-trial investigation in a criminal case in which 57 forensic examinations and
studies were conducted, more than 200 witnesses were interrogated at the end of the process, the terrorist
was sentenced to death penalty [3]. On the fact of the terrorist act on in Aktobe on June 5, 2016, the investi-
gative task force completed a pre-trial investigation in a criminal case. On november 12, 2011 in Taraz, a
jihadist, killed two employees of the Department of the NSC in Zhambyl region and during the prosecution
shot two policemen.

The success of the rapid detection and comprehensive investigation of any type of crime consists of
many components. To list and analyze them all is not possible, because in each case at each time develops its
own, by uniqueness and dynamism of the investigative situation, which is a set of elements of the forensic
characteristics of a particular crime. According to the task, the forensic characterization of the above-
mentioned category of crimes, supplemented by some elements that determine the effectiveness of their sup-
pression, that is, the quality of the pre-trial investigation at the initial stage largely depends on the success of
the disclosure as a whole. By studying the types and prerequisites of the crime, we can prevent the Commis-
sion and development of such terrorist acts [4-7].
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The legislation of the Republic of Kazakhstan adopted that the pre-trial investigation is carried out by
means of various procedural and investigative actions, where, along with the General dialectical method,
General and private scientific methods of cognition are used: historical, comparative legal, system-structural,
formal-logical, logical-legal, statistical analysis and generalization. Investigative actions are madefor obtain-
ing the proofs necessary and sufficient for establishment of the truth on criminal case [5]. The programme of
action, the sequence and timing of investigative actions, the investigator chooses their own, based on the typ-
ical investigative situation [6; 16]. The General provisions of the tactics of individual investigative actions
are developed in detail in the science of criminology, so we will focus on the features of inspection of the
scene and interrogation in the investigation of terrorism [8-11].

Identification during investigative actions, performed with the aim of establishing identity or difference
with a person, a suspect in the execution of the terrorist attack. A person carrying out a pre-trial investigation
may present for identification the object or corpse to the witness and the victim. With regard to the categories
accepted in criminology identification-one of the ways of identification. Identification, as it is known, can be
carried out both on materially fixed maps (traces, models, etc.), and on sensually-concrete representations
(images) which have remained in memory of the person [7]. Identification essentially refers to the identifica-
tion of the second type, as it is based on the memorization of the signs seen or previously known object. This
means that the object was observed by a person in connection with the committed crime or was familiar to
him earlier (for example, his thing). Then it came the perception and memorization. In the process of presen-
tation of the object to recognize the face maps signs, etched in his mind (a mental image), with signs placed
on the object and if there is a match identifies the object (person, object). What happens is what is called sub-
jective identification [12-15]. The understanding of the essence of identification as a psycho physiological
process is facilitated by the introduction of such a concept as recognition, i.e. identification of the perceived
with the perceived earlier. The degree of recognition can be different: from the unclear feeling that the object
was somewhere previously seen, to full confidence in the identity. The degree of recognition will depend on
the conditions of the initial perception of the object, on the abilities and state of the subject, perceiving the
object, on the properties of its memory, on the conditions in which recognition is carried out, from the time
elapsed since the previous perception, to the moment of recognition [9]. Each of the above conditions can
significantly affect the results and should be taken into account when carrying out this investigative action
[16-19]. So, to solve the question of whether it is advisable to present the object for identification, it is im-
portant to analyze the conditions of perception of this object: the duration of observation, the distance from
the observer to the object, the illumination of the object, the type of the object (characteristic of its features,
the unusual object, etc.), the presence or absence of extraneous phenomena (interference), etc. [20-22].

The most important element of preparation for presentation for identification is preliminary interroga-
tion of the identification person. The purpose of the preliminary interrogation, identifying is to clarify and
record in the minutes of the circumstances and conditions in which the private features of the object, pre-
served in memory, under which the interrogated can identify it. The necessity and the importance of ques-
tioning, before the identifying the presentation object has repeatedly pointed to processuality and criminolo-
gists. Participation of the expert criminalist in this investigative action is expedient at all stages of its carry-
ing out. The specialist prepares the necessary technical and forensic means for fixing the course and the re-
sults of the identification. A forensic specialist can assist in obtaining more detailed and accurate data on the
features of objects that will be presented for identification. For this purpose, it is advisable to use directories,
cataloges, databases in reference systems, where there are images and descriptions of objects similar to those
described by the interrogator. At the same time, the specialist must not only demonstrate the images, but also
explain the signs that individualize them, thereby contributing to the revival of the associative memory of the
interrogated. The specialist will also help in the preparation of a subjective portrait, that will help in describ-
ing the signs of appearance, which later will be used to search for images of people [17, 18].

Thus, S.I. Reva pointing to the need for a preliminary interrogation, identifying signs and features on
which he will be able to make an identification, notes: «Clarification of these circumstances is important,
both to address the issues of the expediency of the identification of this or that object and the possibility to
trust his perception, and for the subsequent assessment of the correctness of the results of the presentation for
identification» [19].

The testimony of the person interrogated before the presentation for identification must be given in the
form of a free narrative, which is a means of obtaining more complete information about the object to be pre-
sented [20, 21]. On this in his work points T.A. Goncharova: «In the process of free telling, the investigator
has the opportunity to better study the identity of witnesses, victims, suspects and accused persons, their po-
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sition in relation to the case, the level of development, communications, etc. Therefore, the investigator
should not interrupt the interrogators, as this may distract from the actual circumstances of the case, and they
can give evidence corresponding to the truth» [22].

If there are several people able to identify the object, the interrogation of each of them should be con-
ducted separately and at different times, so that they will not have the opportunity to exchange views on the
features of the object or the circumstances of its observation. The exchange of views between individuals,
that can be used to identify the object, can be of mutual suggestion of the image of the object observed by
them in the same form as presented to each of them [23]. The timeliness of the presentation of objects is of
great importance for the identification. Considering this issue, A.V. Mardojan points out: «The Image that
arose during the initial observation of the object is not always firmly fixed in memory. Man tend to forget
what he saw, lay down on him new visual, auditory and other impressions. Therefore, the presentation for
identification, as a General rule, should be carried out as soon as the specific circumstances of the investiga-
tion allow» [24].

In cases of acts of terrorism, some identifiable individuals can disrupt the identification process by pro-
vocative shouting, hooliganism and even openly threatening the identifying. The task of the investigator is to
prevent such situations. If still identifiable began to make threats identified or committed other provocative
acts, it is necessary to terminate the identification, questioned witnesses and identified the details having a
place of incident and recorded their statements [25]. As mentioned above, a number of terrorist attacks in-
volving explosive devices is carried out by people belonging to terrorist organizations. However, even after
the arrest of perpetrators and organizers of some of the collaborators remain at large. For the fear of reprisal,
witnesses and victims may refuse to participate in the identification. In such a situation, according to the arti-
cle 230 part 11 of the code of criminal procedure, to ensure the security of the identifying person, the presen-
tation of the person for identification can be made in the conditions, precluding the visual observation of the
identifying person. This can be achieved by changing or masking the appearance of the witness, conducting
the identification with the help of video equipment or through a special glass, transparent only on one
side [26].

Identification by means of video equipment differs in that the image of persons presented for identifica-
tion is transferred by means of the video camera on the monitor which is in the next room or is recorded on a
videotape and right there reproduced on the same monitor. At the same time, the operator must fix the ap-
pearance of all people equally in time and angle, without paying special attention to the identifiable, i.e.,
without «prompting» the identifying person [27]. The described procedure of identification loses its meaning
if the Protocol, which is identifiable in any case and should be familiar with, indicates the identity of the
identifying person [28].

In this case, the investigator, according to article 97 of part 3 of the code of criminal procedure, restricts
access to information about the protected person from the beginning of the criminal process at the request of
the person and consists in removing from the materials of the criminal case information about the question-
naire data of the person and storing them separately from the main production, About application of this
measure the person carrying out pre-judicial investigation makes the resolution in which the reasons of the
made decision on preserving in secret of data on the personality are stated the pseudonym and the sample of
the signature of the protected person which it will use in protocols of investigative actions with its participa-
tion. Procedural actions with the participation of the person being defended may be performed under condi-
tions that exclude his identification. The decision and the materials separated from the main proceedings
shall be placed in a sealed envelope, which shall be stored in the body investigating the criminal case, and
the contents of which, except for the person carrying out the pre-trial investigation, may be consulted by the
Prosecutor and the court [29].

The terrorist act causes a great public response and alarm of citizens. The fact of a terrorist act can not
be hidden, because the purpose of terrorists is to cause a wide public response. Let us turn to foreign experi-
ence. In the US, there are three main types of identification. Operational knowledge (eng. show up), proce-
dural identification (eng. lineup) and the lineup for fotocard (eng. photo arrays). Operational identification
(show up) is carried out in cases where after the crime has passed a short time, with the victim or eyewitness
presented one suspect. This type of identification is allowed to carry out on the scene. The procedural form
of identification (lineup) lineup at the police stations, the witness shall be presented at least six people, and
the courts of at least three. Statisticians participating in the identification procedure must be agreed with the
lawyer, he can offer his order of formation of the group. An interesting fact is the absence of this type of
identification of witnesses. Their functions are carried out by five strangers presented to the identification
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along with the suspect. The legality and objectivity of the identification procedure is monitored by counsel.
Identification by photo cards (eng. photo arrays) photos are presented to the identifying person in the amount
of at least six. The difference between live and photographic identification is that suspects are not entitled to
the presence of a lawyer during the presentation of photographs, since they are absent. The advantage of this
kind of identification is that the police can use a photo of a potential suspect as many times as necessary. Al-
so, this gives the police the opportunity to ensure greater similarity between all people presented for identifi-
cation, since there are quite large «arrays» in police stations — collections, albums of photographs of people
previously detained for similar crimes [30, 31].

Search. The procedure for conducting the search is defined in chapter 31 articles from 252 to 256 of the
code of criminal procedure. The search is carried out for the purpose of detection and seizure of items or
documents relevant to the case, including the detection of property subject to arrest. The basis for the search
is the availability of sufficient data to believe that these items or documents may be in a certain room or oth-
er place or at a particular person. A search may be carried out to find the wanted person and the corpse of a
person.Tactics of carrying out such investigative action as a search is well covered in the forensic literature,
so it is advisable to focus on the features of the search in the investigation of a terrorist act. The search pro-
ceedings in cases of terrorism have a certain specificity. The success of the search is largely depends on the
quality of the preparatory phase. Prior information about the objects, the investigator can draw from the re-
sults of the examination of the incident, the initial interrogation of operational data. Taking this information
into account, the composition of the group and the necessary technical support are determined.

The task of participating in the search of specialists — employees of forensic units is to advise the inves-
tigator, the use of search devices, the packaging of detected items of interest to the investigation, fixing the
course of the search on the photo and videotape. In some cases, for geocaching as specialists may involv
joiners, carpenters, electricians, and others: involved in the search, the handler may, on the instructions of the
investigator to use a sniffer dog to detect explosives. As technical support, in addition to the means of detect-
ing caches, it is advisable to have a portable gas chromatograph «Echo» for rapid analysis. Such a device can
be used to determine, for example, the presence of explosive particles in the room air, on various objects
and to determine the type of these substances. It is very effective to use a portable detector of explosives
«MO-2», which allows to detect trace amounts of vapors of explosives at various facilities. It includes test
paper, which can be used to determine the presence of traces of TNT, nitroglycerin and other explosives on
various surfaces, including hands, tissues, etc. [32, 33].

When conducting searches, as rightly noted by M. Kekhlerov, «seems to be the obligatory personal par-
ticipation of the investigator, made the decision about it. Re-assignment of search proceedings to operational
or other services often leads to their superficial conduct and to the possible loss of evidence, to procedural
violationsy.

In the implementation of urgent investigative actions of great importance is the search at the place of
residence and work of the suspect. In that case, if the search is subjected to a large area of terrain, buildings
or there are sufficient data to assume that the person had or is dealing with explosives, the search should be
carried out only in the presence of engineering units of the Ministry of defense of the Republic of Kazakh-
stan, since mines and other explosives can be installed on the surveyed territory. The search of a residence
suspected to be detection and removal along with the instruments of terrorist encroachment objects with trac-
es of the crime; the remnants, wrapping paper and labels from explosives, boxes of blasting caps; the device
feeding radio signals to initiate the explosion, tools, materials, individual components used to manufacture
improvised explosive devices or modifications of standard ammunition, traces of which found on the items
seized from the scene; firearms and grenade launchers (or their parts); ammunition; literature on explosives,
various documents showing the purchase, storage or transportation of explosives, descriptions, drawings,
charts being made by criminals funds an attack. Computer equipment and electronic media must be removed
in order to detect information relevant to the truth. An inspection of computers and media should be carried
out with a computer technician. If there are reasons to believe that an explosive device was manufactured in
the room under search, it is advisable to collect and remove dust from the floor, from the desktop and other
objects during the search, in order to identify the micro particles of the explosive during the subsequent ex-
pert examination [33, 34].

Thus, the search is one of the most important investigative action of the criminal proceedings, so the in-
vestigator, in order to effectively investigate the criminal case of a terrorist crime, in addition to criminal
procedural aspects and forensic tactics, should also be guided by scientifically based recommendations de-
veloped by the scientific community. On the basis of all the above, it should be concluded that the investiga-
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tive actions, especially the search in the case of the act of terrorism, it is difficult to carry out qualitatively
exclusively by investigative units and employees of the Ministry of internal Affairs. In this regard, it seems
expedient to organize closer cooperation between the staff of the internal Affairs bodies of the Republic of
Kazakhstan, the NSC of the Republic of Kazakhstan, and the Prosecutor's office, specialists in arms and sap-
pers of the Ministry of defense, military and civilian experts in explosive engineering, to put into practice
such a progressive form of organization of work as the implementation in the regions of joint training with
investigators, operational staff of these bodies on the tactics of urgent investigative actions and operational-
investigative measures, as well as the method of disclosure and investigation of terrorist acts, and the preven-
tion of these crimes. In this regard, it seems appropriate for the NSC and the Ministry of internal Affairs to
develop and approve a joint instruction on the procedure for interaction in the detection and investigation of
crimes related to terrorist acts.

In order to improve interdepartmental cooperation in the investigation of terrorist acts, it is necessary to
grant the Prosecutor the right to create an interdepartmental investigative group consisting of investigators
and operational staff, and specialists of the NSC, internal Affairs bodies of the RK, the Ministry of defense.
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I'.b. YyxymoB

Teppopu3m akTijiepin Teprey Ke3iHge TEXHUKAIbIK-
KPUMHHAJMCTHKAJBIK iC-dpeKeTTepPiH KaMTaMachI3 eTy

Makaia Teppopu3MMEH OalIaHBICTBI TEXHHKAJIBIK-KPUMHUHAIMCTUKAJIBIK 1C-OpPEKETTEpiH KamMTaMachi3 eTy
epeKIIeNTiKTepi, Teprey KesiHAe KbUIMBICTApJAbl TaHy JKOHE TIHTY KapacThIpbUIIbL. Makajga Teppopu3M
aKTIJIEpiHIH Teprey Ke3iHJAe TIHTy JOHE TaHy TaKbIPHIOBIH AaIbIN, AIABIHFEI FaJIbIM-KPHMHHAIUCTTEP
ToxipuOeciHe CyiieHe OTBIPBIN, KYKBIKTHIK HOpPMajap, KYKbIK KOpFay CTaTHCTHUKAaJapbl, FbUIBIMHU-
NPAaKTHKAIBIK MaTepuayliap, Ka3ipri 3aMaHfbl TEXHHUKAJbIK-KPUMHHAJIMCTHKAIBIK OJiCTEMeNep MeH
JKaOIBIKTap TYypasbl AEPEKTep, Ojap aii KyHre Jeiin Oi3zie KoHE IIeTeNIe TeppOPHU3M aKTiIepiH Teprey
Ke3iHAe TaObICThl KOJIAaHbLIAAbl. TeppOPUCTIK aKT Ke3iHIe TEeXHUKAIbIK-KPUMHHAIUCTHKAIBIK TaHY XOHE
TIHTY XYPri3y[aiH KeJeIIeriH 3epTTey Ke3iHae op TYPJIi FhUIBIMU SICTEpIl KOJAAHyIbl Tajal eTei, KeIeH i
JKOHE TapHXH HEri3[ge MaTCPHANNCTIK JHAICKTUKAJIBIK epeXelepre Heri3ieiareH, OOBCKTHBTI jgaMy
3aHJBUIBIKTAPEl MEH e3apa OaiinaHelcThl KyObUTbicTap. KaThIChIl OTBIpFaH aJaMaapiblH OMipi MeH
JICHCAyJIbIFbIHA Toyekenre Oapmay ymin KP 3aHHaMaceiHa coifkec Teprey ic-opeKeTiH KYprizy KesiHue
KyarepJiiep >KoHe KEepriuliKTiI aTKapyIbl OpraH eKUIAEpiHiH KaTEICKAHbIH Tanan eTeli. TiHTy GapBIChIHMA aThIC
JKOHE CYBIK Kapyabl, OK-IOpiJiep[i, J>XapbUIFbI MaTepHaiiapisl HeMece oJapibl AaiblHIay YIUiH
KOJIIaHBUIATBIH  OOJIIICKTepAi, yJIapibl, COHIal-aKk JaHKecTepre i37ey JKyprisinemi, erep jorapblia
KOPCETUIreH TyJIFajlapFa KaThICybl KaMTaMachl3 eTillyi MyMKiHAIri OoiMaca, OHIa KbUIMBICTBIK-iC XKYPri3y
HOpMaJapbl MEH TaJanTap Kayircisaik apachlHIarbl TAPTHIC alKbIH OO Ibl.

Kinm  cesdep: Teprem-Tekcepy, TaHy, TIHTY, TEppOpPH3M, Teprey IC-opeKeTTepi, TEeXHUKAaJbIK-
KPUMUHAIHCTUKAJIBIK €PEKIIEIIKTEp.
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I'.b. YykymoB

TexXHUKO-KPUMHUHAJTHUCTHYECKOE 00ecredeHne CJIeICTBEHHbIX
JNeHCTBUN MPHU paccje0BAHNH AKTOB TeppOpu3IMa

B nanHOIT cTaThe paccMaTPUBAOTCS OCOOCHHOCTH TEXHUKO-KPUMHUHAIMCTHYECKOTO 00eCIICUeHHS OTIO3HAHUS
1 00BICKA MPU PacCICAOBaHMN NPECTYIUICHUI, CBI3aHHBIX ¢ Teppopu3MoM. CTaThs pacKphIBacT TEMY HpPOU3-
BOJCTBAa OOBICKA M OIO3HAHHUS IPU PACCICIOBAaHUH aKTOB TEPPOPHU3MA, ONHUPASCh HA MPEABIAYIINIl OIMBIT
YUYCHBIX-KPUMUHAJIKMCTOB, TIPABOBbIC HOPMBI, IPABOOXPAHUTENBHYIO CTATHCTHKY, HayYHO-TIPAKTHYECKUE Ma-
TepHabl, COAEPIKAIINE COBPEMEHHbBIC NaHHBIC O TEXHHKO-KPHMHHAIUCTHYCCKUX METOJHMKaX U 000pyIoBa-
HUU, KOTOPBIE IO CHX IOp YCIICIIHO MPUMEHSIOTCS [IPH PACCIICAOBAHAN aKTOB TEPPOpU3Ma 3]IECh U 3a pyoOe-
koM. M3ydeHne mepCreKTHB TEXHUKO-KPHMUHAITCTHYECKOTO MTPOBEICHUS OTIO3HAHUS U 00BICKA TIPH COBEP-
MICHUU TEPPOPHUCTHYECKOTO aKTa TpeOyeT MPUMEHEHHsT KOMIUIEKCA Pa3HOOOPa3HBIX HAyYHBIX METOJOB, OC-
HOBaHHBIX Ha MOJOXCHUIX MaTCPUAIHCTUUECKON TUANICKTHKA 00 HCTOPHYCCKON 00YCIOBICHHOCTH, 00BEK-
TUBHBIX 3aKOHOMEPHOCTSX Pa3BUTHS M B3aUMOCBSI3H sBJICHHUN. 3akoHoAaTenbcTBO PK TpedyeT npu nposene-
HHUU CIIE[ICTBEHHOTO JCHCTBUS MPHUCYTCTBHS MOHSTHIX M MPEACTABUTEICH MECTHOTO HCIIOJHUTENBHOTO Opra-
Ha 11t n30eraHnsl HeONMpPaBJAHHOIO PHCKA KMU3HHU U 3I0POBBIO IPHCYTCTBYIOIIHMX. B Xo1e oObicka Begercs
MOUCK OTHECTPEIBHOTO U XOJIOIHOTO OPYKHsl, O0SMPHUIIACOB, B3PhIBYATHIX MATEPUAIOB WK JASTaleH i uX
W3TOTOBJICHHMS, S7I0B, @ TAKXKE Pa3bICKUBAEMbIX TEPPOPHUCTOB. EcCiin e MPHCYTCTBHE yKa3aHHBIX BBILIE JIUL]
HE MOXeET OBITh 00€CIEYCHO, TO HATUIIO KOH(IMKT MEXy YTOJOBHO-IIPOIECCYATEHBIMI HOPMaMH 1 Tpe0o-
BaHHMSIMH 0€30IIaCHOCTH.

Knrouegvie cnosa: nocy;[e6Hoe pacciaeioBaHue, OIMMO3HAHUEC, 06LICK, TEPpOpU3M, CICACTBECHHBIC IIeﬁCTBPIS[,
TCXHUKO-KPUMUHAIIUCTUICCKUE OCOOCHHOCTH.
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