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Information security in the structure of legal education

This paper explores the issues of information security and liability for violation in the information sphere.
In addition, most attention is paid to subjects of legal relations. The entities of legal relations in the field of
information security are the individual, the state, the legislative, executive and judicial powers, security sys-
tem, the Security Council of the Republic of Kazakhstan, the citizens. The behavior of the entities in this field
is determined by the requirements of the laws and other normative legal acts in the exercise of their rights and
responsibilities to ensure the protection of objects of legal relations. The rights and obligations of the entities
are given norms of laws and other normative legal acts establishing the rules of behavior of the entities in the
order of the objects of legal protection, control and monitoring of information security. It also imposes re-
strictions information rights and freedoms in order to protect the interests of citizens, society and state.
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The increasing role of information in almost all spheres of life is due to many factors, and especially the
formation of the information sector of the economics, equal in importance, and sometimes superior in the
resource potential its traditional units such as industry, agriculture and services. Economists view the infor-
mation as a commodity, an object of market relations, and the lawyers think about legal information security.

Legal regulation of information security is formed on the basis of legal information covering all areas of
activity of the information society. They cover all areas of the information society, all the entities and objects
of legal relations [1].

Objects and entities of legal relations in the field of information security — is spirituality, morality and
intelligence of the individual and society, the rights and freedoms of the individual in the information sphere,
democratic system, knowledge and spiritual values of society, constitutional order, sovereignty and territorial
integrity of the state. The entities of legal relations in the field of information security are the individual, the
state, the legislative, executive and judicial powers, security system, the Security Council of the Republic of
Kazakhstan, the citizens. The behavior of the entities in this field is determined by the requirements of the
laws and other normative legal acts in the exercise of their rights and responsibilities to ensure the protection
of objects of legal relations. The rights and obligations of the entities are given norms of laws and other nor-
mative legal acts establishing the rules of behavior of the entities in the order of the objects of legal protec-
tion, control and monitoring of information security. It also imposes restrictions information rights and free-
doms in order to protect the interests of citizens, society and state. In the formation of the rules of law, estab-
lishment of the rights and obligations methods of constitutional, administrative and civil law are applied.

In the Internet there are no geographical and geopolitical borders, thereby it is a «collision» and «breakingy
of the national legislation of many countries. On this basis, there is the problem of forming new international
information legislation.
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Legal liability for violations of the law regulating relations in the sphere of information has a number of
specific features. In our view these features are the following:

1) the offense is always associated with the information;

2) the offense can be considered as legal information (if there is a link with information not only direct
but also indirect by the presence of its material carrier).

As any legal liability, the responsibility for offenses in the field of information law is implemented in
the framework of relations, the entity of which is the offender of information law and the state in the person
of the authorized to sanctions of powers. A person made answerable is entitled to protection from such un-
lawful institution [2].

Specific reasons must be for liability.

With respect to the civil and legal liability of such bases are the terms, which form a part of the civil of-
fense: wrongfulness of behavior (action or inaction) of the person who is supposed to take responsibility, the
presence of the victim's loss or damage, including moral, causal connection between the wrongful behavior
of the offender and the nature of consequences in the form of loss or damage to the victim, the presence of
guilt of the offender.

A person committed an administrative offense shall be liable under the law in force at the time and
place of the administrative offense. Administrative offense is a wrongful, guilty action (inaction) of a natural
or legal person for whom the Code of Administrative offense defined administrative responsibility. In the
field of information applicable law provides significant list of administrative measures applied to offenders.

The criminal legislation of Kazakhstan establishes a significant number of rules, according to which the
acts committed in the field of information are recognized as criminally liable. These norms are dispersed in
the following sections of the Criminal Code: crimes against freedom, honor and dignity of the person, crimes
against the constitutional rights and freedoms of the person and citizen, crimes against property, crimes in
the sphere of economic activity, crimes against public safety, crimes against the constitutional order, crimes
in the field of computer information, crimes against the peace and security of mankind. Criminal penalties
associated with the information, directly or indirectly, are set for such acts as defamation, insult, violation of
privacy, violation of the secrecy of correspondence, telephone conversations, postal, telegraph and other
communications knowingly false advertising, et al. [3].

It must be said that the international community has paid attention to the problem of legal regulation of
information relations, Internet before. In particular, under the auspices of the UN Commission on Interna-
tional Trade Law (UNCITRAL) and the Council of Europe adopted: Model Law on Electronic Commerce in
1996, the Electronic Signatures in 2001, the Convention for the Protection of Individuals with regard to Au-
tomatic Processing of Personal Data in 1981, on cybercrime in 2001, the directive concerning the processing of
personal data and the protection of privacy in the electronic communications sector in 2002, and others [4].

A special place in information — media relations takes the Republic of Kazakhstan’s Law of July 10,
2009 «On amendments and additions to some legislative acts of the Republic of Kazakhstan on the issues of
information and communication networksy, or, as it is listed by name in abbreviated form, the «Law on the
regulation of the Internet». The changes were only in fifteen laws. «Online Resources» are equated to the
media with all its consequences on limiting the spread of illegal content and possible unpleasant consequences
for violators. only the court has the right to make decision to impose sanctions, including the extreme — the
suspension or discontinuance of the media.

An important role in the conscious design of information processes plays the right, by which not only
the existing relationship governed by, but there is an expansion of the scope of information which is dictated
by the needs of society [5].

In the Concept of Legal Policy of the Republic of Kazakhstan for the period from 2010 to 2020, an im-
portant task of national law is identified: it is the definition of the basis of the state system for protecting in-
formation and the main threats in this area. In this regard, it is important to develop mechanisms for imple-
menting a unified state policy in the field of information security. As a result, the Ministry of Information
and Communication of the Republic of Kazakhstan, in conjunction with state bodies, including the Ministry
of Internal Affairs of the Republic of Kazakhstan, is carrying out joint work to counter threats to national
information security.

Along with this, the following were adopted: the Information Security Concept until 2016, the State
Program «Information Kazakhstan 2020, whose goal is to safeguard the interests of society and the state in
the information sphere, protect the constitutional rights of man and citizen, and create conditions that ensure
the transition of Kazakhstan to the information society.
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At present, information technologies in Kazakhstan are developing at a high pace, digitalization of the
information space — communication networks and mass media (media) is taking place [6].

As a result of the rapid development of the processes of informatization of society and the state, incl.
ahead of the development of «e-government», in Kazakhstan there are prerequisites for building an infor-
mation society. Thus, according to the rating of countries' readiness to use e-government technologies of the
United Nations for 2010, Kazakhstan ranked 46 out of 192 countries (81 in 2008).

The state program «Information Kazakhstan 2020» set the following tasks: the practical implementation
of «e-government»; adoption of special legislation on «e-governmenty»; development of standards for the
provision of public electronic services; development of a three-level standard scheme of «electronic akimaty:
oblast, city, district». There is a need to develop innovative forms of access to intellectual information, radi-
cally expand the fund of the Kazakh National Electronic Library.

An important direction of the state program should be the modernization of the domestic media.
The media sphere should work on the basis of clear standards of the national Code of Journalistic Ethics, as
well as legal norms protecting the consumer from distorted and unreliable information [7].

In addition, work should continue on the promotion of global information on Kazakhstan using the most
up-to-date information technologies. In particular, it is necessary to expand the geography of information
flows from Kazakhstan to the countries of East Asia and the Muslim world.

Modern information technologies are being intensively introduced into all spheres of society's life and
activity. The national and economic security of the state begins to depend directly on ensuring information
security. That is why, in order to create guarantees to ensure the necessary durability of information protec-
tion means, the state assumes responsibility for licensing the activities of organizations engaged in infor-
mation protection and certification of relevant technical means. Today's level of protection from external
information threats in global open networks can not be considered satisfactory: there is still no comprehen-
sive and technically sound strategy in this area in Kazakhstan. In order to change the situation, a set of
measures in the field of legislation and standardization of the means providing information security of Ka-
zakhstan should be urgently developed and implemented. The priority tasks in this direction are:

— adoption of a special law similar to the «Computer Security Act» in the United States, which imposes
on the specific state structures responsibility for methodological support of work in the field of information
security;

—development of unified approaches to ensuring security for organizations of different profiles, size
and patterns of ownership;

— ensuring the appearance on the market of a sufficient number of various certified tools for solving in-
formation security problems [8].

One of the problems in the field of information security in Kazakhstan is the lack of official documents
with detailed recommendations for building secure information systems similar to those developed, for ex-
ample, by the American Institute of Standard Technologies (USA) and the British Standard. Although there
are no regulations in the UK that require the implementation of government standards, about 60 % of British
firms and organizations voluntarily use the developed standard, and the rest intend to implement its recom-
mendations in the near future.

Licensing and certification in the field of information security systems can reduce the severity of this
problem. It is necessary to create a guarantee to the user that the information protection tools used by him
can provide the necessary level of protection. It is licensing that can contribute to the fact that the problem of
information protection will be dealt with only by highly qualified specialists in this field, and the products
they create will be at the appropriate level and will be able to pass certification [9].

The Internet sharpens any security problem in the network environment to the limit, and if earlier one
could ignore the development of information technology, world experience and international legislation in
the field of information and communications security, now it is impossible to afford this. The Internet con-
ducts a strict selection, it has its own system of licensing and certification.

Taking into account the requirements of information security and the world practice of activities in the
field of information protection, it seems advisable to join Kazakhstan to the established systems of interna-
tional standardization and certification of information technologies, which in practice means:

— bringing national and industry standards in line with international standards;

— participation of representatives of the Republic of Kazakhstan in international certification systems

(including certification tests);
— the possibility of recognizing international certificates in Kazakhstan.
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In addition, according to the current legislation, any organization engaged in the collection and pro-
cessing of personal data (for example, operations with plastic cards) must have a license to engage in such
activities and use certified means for this [10].

There are serious problems of ensuring the information security of banks, which have not yet found
their solution. For example, how to ensure a secure exchange of information with the representative office of
the bank abroad? Here there is a legal conflict, according to which, on the one hand, domestic remedies
abroad can be exported only by special permission, and on the other hand, it is possible to use foreign-made
protection equipment that has only passed Kazakhstan certification, and there are none.

The dynamics of the development of information technologies in the socio-economic and cultural life of
society and the state exposes increased requirements to the solution of information security issues.

Ensuring the information security of the state requires the use of an integrated approach that includes
organizational, technical, programmatic, social mechanisms that can realize the constitutional rights and
freedoms of the individual and citizen in the field of obtaining information, using it to protect the constitu-
tional order, sovereignty and territorial integrity of the Republic of Kazakhstan, economic and social stabil-
ity, law and order, development of mutually beneficial international cooperation information security.

The main normative and legal act regulating relations in the sphere of ensuring security in Kazakhstan
is the Law of the Republic of Kazakhstan «On National Security», which regulates legal relations in the field
of national security of the Republic of Kazakhstan and defines the content and principles of ensuring the se-
curity of the individual and citizen, society and the state, system, goals and directions of ensuring national
security of the Republic of Kazakhstan. Among the types of national security, information security is singled
out as a separate type. Information security is the state of the security of the information space of the Repub-
lic of Kazakhstan, as well as the rights and interests of the individual and citizen, society and the state in the
information sphere against real and potential threats, which ensures the sustainable development and infor-
mation independence of the country [11].

In Article 6 of this law, among the main threats to national security are determined the following: re-
ducing the level of protection of the information space of the country, as well as national information re-
sources from unauthorized access; information impact on the public and individual consciousness associated
with the deliberate distortion and dissemination of unreliable information to the detriment of national securi-
ty. Accordingly, the level of security determines the quality of national security, allowing to assess the effec-
tiveness of measures to prevent modern threats and measures to prevent and eliminate them. In the field of
the information space, these threats are especially dangerous, because it is through the information that an
individual is formed about the world around him, his worldview and motivations for certain actions.

Thus, the legal provision of information security as an activity is aimed at countering threats to the se-
curity of the main objects of national interests in the information sphere. Structurally, it includes an inde-
pendent direction of legal regulation, an independent field of legal science and a system of training courses.
Each of the selected components of the legal provision of information security is based on a certain system
of principles and is used to solve the tasks of the system of methods inherent in it. Information security from
the point of view of this research should be considered as a state of protection of the information space of the
Republic of Kazakhstan in the first place. Secondly, it is the protection of the rights and interests of the indi-
vidual and citizen, society and the state in the information sphere from real and potential threats, when sus-
tainable development and information independence of the country is ensured. Legal maintenance of the
state of security and activities to counter and prevent threats is the main condition for the activities of the
modern state.
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C.3. Abapaxmanos, /[.C. AbnpaxmaHOB

KyKBIKTBIK 0iJ1iM 0epy KYpbLIbIMBIHAAFbI AKNAPATTHIK Kayinci3aik

Makarana akmaparThlK Kayilci3mik mocenesnepi KapactbipbuiraH. COHBIMEH KaTap 3aMaHayd KOFaMIarbl
JECTPYKTHBTI aKNapaTThIK MpoLecTepre Kapchl TYPYABIH HETi3r acnekTinepi kepcerinren. Conmaii-ak Ka3ipri
KOFaMJarbl aKMapaTThIK JKYyienep MeH aKmapaTThlK pecypcTapibl KOpray Mocesenepi 3epTTelreH.
AKIapaTThIK KayilCi3AiKTi, aKmapaTThIK KOPFay/bl, COHali-aK aKnapaTThIK Kayilci3aiKTiH Kayin-KaTepiaepin
SHTI3y/iH Typiiepi MeH oAicTepi, aKmapaTThIK pecypcTapiabl KOpFayablH Keibip omictepi TyciHAipiireH.
CoHbIMEH KaTtap KYKBIKTBIK KaTbHAacTap cyObeKTisepine ken koHil 6eminred. Ochl canagarbl CyObeKTiIepain
JKarIailapel 3aHIapAblH JKoHE Oacka [a HOPMATHBTIK-KYKBIKTBIK aKTUIEpIiH Tajanrtapbl OOMbIHIIA
asbIKTanabl. CyObeKTiepIiH KYKBIKTapbl MCH MiHACTTEPI 3aHIapAbIH XKOHE 63r¢ JIe HOPMATHBTIK-KYKBIKTBIK
aKTinepaiH HopMajiapsl Goubin Tabbutafel. On COHail-ak agamuapra, KOFaMFa jKOHE MEMJICKETTE LICKTEY
Kosimpl. Makanaga akmapar —calachIHOAFrbl  KYKBIKTBIK —JKayalKepUIUTIKTI  CHUIATTaWThIH — Oelrinepi
KapacThIPbUIFaH.

Kinm ce30ep.: KYKBbIKTBIK aKapar, 3aH/bl JKayarKepIIiIiK, oKiMIIITIK KYKbIK OY3YIIBUIBIK, HHTEPHET-PECypC,
KBUIMBICTBIK KOZEKC, OaiiinaHbIC JKemiepi, aknapar, KbUIMBICTBIK jKa3a, KayilCi3ik jKyieci, aTkapyIbl KoHe
COT OWJIiri.

C.3. Abapaxmanos, /[.C. A6npaxmaHOB

HNudopmannonHas 6€30MaCHOCTH B CTPYKTYPe HOPHIANYECKOT0 00pa30BaHHA

B cratbe paccmarpuBaroTcst npo6aeMsl HHPOPMAIOHHOH Oe30macHOCTH. PacKpBIBaIOTCS OCHOBHBIE COZIEp-
JKaTeJIbHBIC aCHEKTHI IPOTUBOACHCTBHS AECTPYKTUBHBIM IpolieccaM MH(OPMAIIMOHHOTO XapaKkTepa B COBpe-
MEHHOM o01mecTBe. PaccMaTprBaroTCcst BOIPOCH! 3alUTH HHPOPMAMOHHBIX PECYPCOB COBPEMEHHOTO 00IIe-
CTBa U MH()OPMALMOHHBIX CHCTEM. PacKphITO MOHATHE HHPOPMALMOHHOI 6e3011acHOCTH, 3aIUThl HHpOpMa-
LIMY, a TaKXKe I0KAa3aHbl BUABl U METOJbl pPeaan3aliu Yyrpo3 HHYOPMALMOHHONW O€30MaCHOCTH, HEKOTOpbIE
croco0bl 3aIUThl HHPOPMALOHHBIX pecypcoB. Kpome Toro, Hanbounblliee BHUMaHKE yJemsIeTcs: CyObeKTamM
npaBootHouieHuii. [ToBenenne cyObeKkTOB B 3TOH 00OnacTu omnpeziensercss TpeOOBaHUAMYI 3aKOHOB M IPYTHUX
HOPMATHBHBIX TPAaBOBHIX akToB. [IpaBa m 00S3aHHOCTH CyOBEKTOB SIBISIIOTCS HOPMaMH 3aKOHOB U APYTHX
HOPMATHBHBIX IIPaBOBBIX aKTOB. DTO TAKKe HajaraeT OrpaHHYEHMs Ha JIIOAEH, oOIIecTBO M roCyIapCTBO.
B craTbe nccnenyroTcst XxapakTepHbIe IPU3HAKY IIPAaBOBOH OTBETCTBEHHOCTH B chepe nHpopmarmn.

Kniouesvie cnosa: mpaBoBast HHGOpMANUs, IPaBONPUMEHEHUE, aJMUHHACTPATHBHOE NPAaBOHAPYIICHUE, OH-
JaifH-UCTOYHMKY, YTOJIOBHBII KOJIEKC, CETH CBA3H, MH(POPMALUS, YrOJOBHBIE CaHKIMH, CUCTeMa Oe301acHo-
CTH, UCTIOJTHUTEJIbHBIE U CYAEOHBIE MOTHOMOYHSI.
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