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Information security in the structure of legal education 

This paper explores the issues of  information security and liability for violation in the information sphere. 
In addition, most attention is paid to subjects of legal relations. The entities of legal relations in the field of 
information security are the individual, the state, the legislative, executive and judicial powers, security sys-
tem, the Security Council of the Republic of Kazakhstan, the citizens. The behavior of the entities in this field 
is determined by the requirements of the laws and other normative legal acts in the exercise of their rights and 
responsibilities to ensure the protection of objects of legal relations. The rights and obligations of the entities 
are given norms of laws and other normative legal acts establishing the rules of behavior of the entities in the 
order of the objects of legal protection, control and monitoring of information security. It also imposes re-
strictions information rights and freedoms in order to protect the interests of citizens, society and state. 
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The increasing role of information in almost all spheres of life is due to many factors, and especially the 

formation of the information sector of the economics, equal in importance, and sometimes superior in the 
resource potential its traditional units such as industry, agriculture and services. Economists view the infor-
mation as a commodity, an object of market relations, and the lawyers think about legal information security. 

Legal regulation of information security is formed on the basis of legal information covering all areas of 
activity of the information society. They cover all areas of the information society, all the entities and objects 
of legal relations [1]. 

Objects and entities of legal relations in the field of information security — is spirituality, morality and 
intelligence of the individual and society, the rights and freedoms of the individual in the information sphere, 
democratic system, knowledge and spiritual values of society, constitutional order, sovereignty and territorial 
integrity of the state. The entities of legal relations in the field of information security are the individual, the 
state, the legislative, executive and judicial powers, security system, the Security Council of the Republic of 
Kazakhstan, the citizens. The behavior of the entities in this field is determined by the requirements of the 
laws and other normative legal acts in the exercise of their rights and responsibilities to ensure the protection 
of objects of legal relations. The rights and obligations of the entities are given norms of laws and other nor-
mative legal acts establishing the rules of behavior of the entities in the order of the objects of legal protec-
tion, control and monitoring of information security. It also imposes restrictions information rights and free-
doms in order to protect the interests of citizens, society and state. In the formation of the rules of law, estab-
lishment of the rights and obligations methods of constitutional, administrative and civil law are applied.    

In the Internet there are no geographical and geopolitical borders, thereby it is a «collision» and «breaking» 
of the national legislation of many countries. On this basis, there is the problem of forming new international 
information legislation. 
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Legal liability for violations of the law regulating relations in the sphere of information has a number of 
specific features. In our view these features are the following: 

1) the offense is always associated with the information; 
2) the offense can be considered as legal information (if there is a link with information not only direct 

but also indirect by the presence of its material carrier). 
As any legal liability, the responsibility for offenses in the field of information law is implemented in 

the framework of relations, the entity of which is the offender of information law and the state in the person 
of the authorized to sanctions of powers. A person made answerable is entitled to protection from such un-
lawful institution [2]. 

Specific reasons must be for liability. 
With respect to the civil and legal liability of such bases are the terms, which form a part of the civil of-

fense: wrongfulness of behavior (action or inaction) of the person who is supposed to take responsibility, the 
presence of the victim's loss or damage, including moral, causal connection between the wrongful behavior 
of the offender and the nature of consequences in the form of loss or damage to the victim, the presence of 
guilt of the offender. 

A person committed an administrative offense shall be liable under the law in force at the time and 
place of the administrative offense. Administrative offense is a wrongful, guilty action (inaction) of a natural 
or legal person for whom the Code of Administrative offense defined administrative responsibility. In the 
field of information applicable law provides significant list of administrative measures applied to offenders. 

The criminal legislation of Kazakhstan establishes a significant number of rules, according to which the 
acts committed in the field of information are recognized as criminally liable. These norms are dispersed in 
the following sections of the Criminal Code: crimes against freedom, honor and dignity of the person, crimes 
against the constitutional rights and freedoms of the person and citizen, crimes against property, crimes in 
the sphere of economic activity, crimes against public safety, crimes against the constitutional order, crimes 
in the field of computer information, crimes against the peace and security of mankind. Criminal penalties 
associated with the information, directly or indirectly, are set for such acts as defamation, insult, violation of 
privacy, violation of the secrecy of correspondence, telephone conversations, postal, telegraph and other 
communications knowingly false advertising, et al. [3]. 

It must be said that the international community has paid attention to the problem of legal regulation of 
information relations, Internet before. In particular, under the auspices of the UN Commission on Interna-
tional Trade Law (UNCITRAL) and the Council of Europe adopted: Model Law on Electronic Commerce in 
1996, the Electronic Signatures in 2001, the Convention for the Protection of Individuals with regard to Au-
tomatic Processing of Personal Data in 1981, on cybercrime in 2001, the directive concerning the processing of 
personal data and the protection of privacy in the electronic communications sector in 2002, and others [4]. 

A special place in information — media relations takes the Republic of Kazakhstan’s Law of July 10, 
2009 «On amendments and additions to some legislative acts of the Republic of Kazakhstan on the issues of 
information and communication networks», or, as it is listed by name in abbreviated form, the «Law on the 
regulation of the Internet». The changes were only in fifteen laws. «Online Resources» are equated to the 
media with all its consequences on limiting the spread of illegal content and possible unpleasant consequences 
for violators. only the court has the right to make decision to impose sanctions, including the extreme — the 
suspension or discontinuance of the media. 

An important role in the conscious design of information processes plays the right, by which not only 
the existing relationship governed by, but there is an expansion of the scope of information which is dictated 
by the needs of society [5]. 

In the Concept of Legal Policy of the Republic of Kazakhstan for the period from 2010 to 2020, an im-
portant task of national law is identified: it is the definition of the basis of the state system for protecting in-
formation and the main threats in this area. In this regard, it is important to develop mechanisms for imple-
menting a unified state policy in the field of information security. As a result, the Ministry of Information 
and Communication of the Republic of Kazakhstan, in conjunction with state bodies, including the Ministry 
of Internal Affairs of the Republic of Kazakhstan, is carrying out joint work to counter threats to national 
information security. 

Along with this, the following were adopted: the Information Security Concept until 2016, the State 
Program «Information Kazakhstan 2020, whose goal is to safeguard the interests of society and the state in 
the information sphere, protect the constitutional rights of man and citizen, and create conditions that ensure 
the transition of Kazakhstan to the information society. 
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At present, information technologies in Kazakhstan are developing at a high pace, digitalization of the 
information space — communication networks and mass media (media) is taking place [6]. 

As a result of the rapid development of the processes of informatization of society and the state, incl. 
ahead of the development of «e-government», in Kazakhstan there are prerequisites for building an infor-
mation society. Thus, according to the rating of countries' readiness to use e-government technologies of the 
United Nations for 2010, Kazakhstan ranked 46 out of 192 countries (81 in 2008). 

The state program «Information Kazakhstan 2020» set the following tasks: the practical implementation 
of «e-government»; adoption of special legislation on «e-government»; development of standards for the 
provision of public electronic services; development of a three-level standard scheme of «electronic akimat»: 
oblast, city, district». There is a need to develop innovative forms of access to intellectual information, radi-
cally expand the fund of the Kazakh National Electronic Library. 

An important direction of the state program should be the modernization of the domestic media. 
The media sphere should work on the basis of clear standards of the national Code of Journalistic Ethics, as 
well as legal norms protecting the consumer from distorted and unreliable information [7]. 

In addition, work should continue on the promotion of global information on Kazakhstan using the most 
up-to-date information technologies. In particular, it is necessary to expand the geography of information 
flows from Kazakhstan to the countries of East Asia and the Muslim world. 

Modern information technologies are being intensively introduced into all spheres of society's life and 
activity. The national and economic security of the state begins to depend directly on ensuring information 
security. That is why, in order to create guarantees to ensure the necessary durability of information protec-
tion means, the state assumes responsibility for licensing the activities of organizations engaged in infor-
mation protection and certification of relevant technical means. Today's level of protection from external 
information threats in global open networks can not be considered satisfactory: there is still no comprehen-
sive and technically sound strategy in this area in Kazakhstan. In order to change the situation, a set of 
measures in the field of legislation and standardization of the means providing information security of Ka-
zakhstan should be urgently developed and implemented. The priority tasks in this direction are: 

– adoption of a special law similar to the «Computer Security Act» in the United States, which imposes 
on the specific state structures responsibility for methodological support of work in the field of information 
security; 

– development of unified approaches to ensuring security for organizations of different profiles, size 
and patterns of ownership; 

– ensuring the appearance on the market of a sufficient number of various certified tools for solving in-
formation security problems [8]. 

One of the problems in the field of information security in Kazakhstan is the lack of official documents 
with detailed recommendations for building secure information systems similar to those developed, for ex-
ample, by the American Institute of Standard Technologies (USA) and the British Standard. Although there 
are no regulations in the UK that require the implementation of government standards, about 60 % of British 
firms and organizations voluntarily use the developed standard, and the rest intend to implement its recom-
mendations in the near future. 

Licensing and certification in the field of information security systems can reduce the severity of this 
problem. It is necessary to create a guarantee to the user that the information protection tools used by him 
can provide the necessary level of protection. It is licensing that can contribute to the fact that the problem of 
information protection will be dealt with only by highly qualified specialists in this field, and the products 
they create will be at the appropriate level and will be able to pass certification [9]. 

The Internet sharpens any security problem in the network environment to the limit, and if earlier one 
could ignore the development of information technology, world experience and international legislation in 
the field of information and communications security, now it is impossible to afford this. The Internet con-
ducts a strict selection, it has its own system of licensing and certification. 

Taking into account the requirements of information security and the world practice of activities in the 
field of information protection, it seems advisable to join Kazakhstan to the established systems of interna-
tional standardization and certification of information technologies, which in practice means: 

 bringing national and industry standards in line with international standards; 
 participation of representatives of the Republic of Kazakhstan in international certification systems 

(including certification tests); 
 the possibility of recognizing international certificates in Kazakhstan. 
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In addition, according to the current legislation, any organization engaged in the collection and pro-
cessing of personal data (for example, operations with plastic cards) must have a license to engage in such 
activities and use certified means for this [10]. 

There are serious problems of ensuring the information security of banks, which have not yet found 
their solution. For example, how to ensure a secure exchange of information with the representative office of 
the bank abroad? Here there is a legal conflict, according to which, on the one hand, domestic remedies 
abroad can be exported only by special permission, and on the other hand, it is possible to use foreign-made 
protection equipment that has only passed Kazakhstan certification, and there are none. 

The dynamics of the development of information technologies in the socio-economic and cultural life of 
society and the state exposes increased requirements to the solution of information security issues. 

Ensuring the information security of the state requires the use of an integrated approach that includes 
organizational, technical, programmatic, social mechanisms that can realize the constitutional rights and 
freedoms of the individual and citizen in the field of obtaining information, using it to protect the constitu-
tional order, sovereignty and territorial integrity of the Republic of Kazakhstan, economic and social stabil-
ity, law and order, development of mutually beneficial international cooperation information security. 

The main normative and legal act regulating relations in the sphere of ensuring security in Kazakhstan 
is the Law of the Republic of Kazakhstan «On National Security», which regulates legal relations in the field 
of national security of the Republic of Kazakhstan and defines the content and principles of ensuring the se-
curity of the individual and citizen, society and the state, system, goals and directions of ensuring national 
security of the Republic of Kazakhstan. Among the types of national security, information security is singled 
out as a separate type. Information security is the state of the security of the information space of the Repub-
lic of Kazakhstan, as well as the rights and interests of the individual and citizen, society and the state in the 
information sphere against real and potential threats, which ensures the sustainable development and infor-
mation independence of the country [11]. 

In Article 6 of this law, among the main threats to national security are determined the following: re-
ducing the level of protection of the information space of the country, as well as national information re-
sources from unauthorized access; information impact on the public and individual consciousness associated 
with the deliberate distortion and dissemination of unreliable information to the detriment of national securi-
ty. Accordingly, the level of security determines the quality of national security, allowing to assess the effec-
tiveness of measures to prevent modern threats and measures to prevent and eliminate them. In the field of 
the information space, these threats are especially dangerous, because it is through the information that an 
individual is formed about the world around him, his worldview and motivations for certain actions. 

Thus, the legal provision of information security as an activity is aimed at countering threats to the se-
curity of the main objects of national interests in the information sphere. Structurally, it includes an inde-
pendent direction of legal regulation, an independent field of legal science and a system of training courses. 
Each of the selected components of the legal provision of information security is based on a certain system 
of principles and is used to solve the tasks of the system of methods inherent in it. Information security from 
the point of view of this research should be considered as a state of protection of the information space of the 
Republic of Kazakhstan in the first place. Secondly, it is the protection of the rights and interests of the indi-
vidual and citizen, society and the state in the information sphere from real and potential threats, when sus-
tainable development and information independence of the country is ensured. Legal maintenance of the 
state of security and activities to counter and prevent threats is the main condition for the activities of the 
modern state. 
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Құқықтық білім беру құрылымындағы ақпараттық қауіпсіздік 

Мақалада ақпараттық қауіпсіздік мəселелері қарастырылған. Сонымен қатар заманауи қоғамдағы 
деструктивті ақпараттық процестерге қарсы тұрудың негізгі аспектілері көрсетілген. Сондай-ақ қазіргі 
қоғамдағы ақпараттық жүйелер мен ақпараттық ресурстарды қорғау мəселелері зерттелген. 
Ақпараттық қауіпсіздікті, ақпараттық қорғауды, сондай-ақ ақпараттық қауіпсіздіктің қауіп-қатерлерін 
енгізудің түрлері мен əдістері, ақпараттық ресурстарды қорғаудың кейбір əдістері түсіндірілген. 
Сонымен қатар құқықтық қатынастар субъектілеріне көп көңіл бөлінген. Осы саладағы субъектілердің 
жағдайлары заңдардың жəне басқа да нормативтік-құқықтық актілердің талаптары бойынша 
анықталды. Субъектілердің құқықтары мен міндеттері заңдардың жəне өзге де нормативтік-құқықтық 
актілердің нормалары болып табылады. Ол сондай-ақ адамдарға, қоғамға жəне мемлекетте шектеу 
қояды. Мақалада ақпарат саласындағы құқықтық жауапкершілікті сипаттайтын белгілері 
қарастырылған. 

Кілт сөздер: құқықтық ақпарат, заңды жауапкершілік, əкімшілік құқық бұзушылық, интернет-ресурс, 
қылмыстық кодекс, байланыс желілері, ақпарат, қылмыстық жаза, қауіпсіздік жүйесі, атқарушы жəне 
сот билігі. 
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Информационная безопасность в структуре юридического образования 

В статье рассматриваются проблемы информационной безопасности. Раскрываются основные содер-
жательные аспекты противодействия деструктивным процессам информационного характера в совре-
менном обществе. Рассматриваются вопросы защиты информационных ресурсов современного обще-
ства и информационных систем. Раскрыто понятие информационной безопасности, защиты информа-
ции, а также показаны виды и методы реализации угроз информационной безопасности, некоторые 
способы защиты информационных ресурсов. Кроме того, наибольшее внимание уделяется субъектам 
правоотношений. Поведение субъектов в этой области определяется требованиями законов и других 
нормативных правовых актов. Права и обязанности субъектов являются нормами законов и других 
нормативных правовых актов. Это также налагает ограничения на людей, общество и государство. 
В статье исследуются характерные признаки правовой ответственности в сфере информации. 

Ключевые слова: правовая информация, правоприменение, административное правонарушение, он-
лайн-источники, Уголовный кодекс, сети связи, информация, уголовные санкции, система безопасно-
сти, исполнительные и судебные полномочия. 
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